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This guide provides SafeConsole administrative users with the knowledge required to
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configure and handle the SafeConsole on a day—to—day basis.

ZMDHARTIZL, SafeConsole DEE 1 —H—[Z, SafeConsole # B EMIZRES KUVLIET L=
[CHELRMEERELES .

The guide is applicable for both SafeConsole Cloud and On—Prem — it does not
cover cloud setup or on—prem installation.
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SafeConsole &% ?

The SafeConsole is a web server and a database that is accessible for
authenticated administrators through a web browser to enable administration of
registered SafeConsole Ready secure USB devices.

SafeConsole |&. &gt 1= SafeConsole Xt ItF 217 USB T/N\A ADEEEA[HE
(295 Web T50H &, BBASN-BEBENTILRATESLT—HEAN—XTT,

The SafeConsole Ready Devices connect to the SafeConsole server through HTTP
over SSL (TLS 1.2 over a configurable port — with 443 set as the default) to register
and to fetch their policies and configurations.

SafeConsole X ST /N A&, R —EREEZEFZFSLVRGT A1-OIZ, HTTP
over SSL(GRERAIRER—FE ML T TLS 1.2 - TIAILET 443 ANRTESNTLVS)
#9rL T SafeConsole H—/\—[Z#E#HELET,

SafeConsole @) B #J

SafeConsole offers organizations control of portable storage device usage while it
supports the device users with password resets and more. Learn more at:

SafeConsole [FFIR—2TILARL—U T INA ZADERZHITEHL ., /SRT—FR) 2y
EDTNARL—FEHR—FLZET, https://datalocker.com/safeconsole/

SafeConsole TIZE D LSIZT NI REZEETHDH

Devices are registered to SafeConsole, using the standalone device software on the

read only partition, either by:

T /31 A& SafeConsole [Z&E xS, HiARMYER/A—T42 3> DRAR7OY
TINARAYITEDzT7#FERAL T, ROWLT NH DA LT SafeConsole [ZEFFINE
9,

e The device software recognizing a deployed registry key that contains the
SafeConsole Connection Token — this prompts the device software to enter
the setup and prefills the Connection Token from the registry key contents. -

SafeConsole Connection Token ZE2 L BESINI-LO AN F—%2BHT 5


https://datalocker.com/safeconsole/
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e The user entering a server common SafeConsole Connection Token in the
device software, optionally complemented with a unique registration token,
that they can be emailed through SafeConsole together with the Quick
Connect Guide.

TINARY I 7Y —/\—IHED SafeConsole Efcb—oE A HL.
HEIZIECT—EDEFRN—I%1BMML T, SafeConsole ¥FH T A v%
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Once registered, the devices have the server information embedded in a hidden area
of the device and can be used on any computer — if allowed to do so.

BRIN=TNARE TNARDELBEEICEOAEN Y — /N —1FHREHFE.
FashThhiE, EQaVE1—42THERATEET,

Devices can be reassigned in the SafeConsole if you wish to register devices on
behalf of your end users.

IRA—H—[ZRhDH>TT/NNA REZE R T 5155 (L. SafeConsole TT/\1REH
BYYUTTHENTEET,

The process for device communication and setup is the same for SafeConsole Cloud
and SafeConsole On—Prem.

FINARADBEEEYNT YT O TAOLRIE, SafeConsole Cloud & SafeConsole On—
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o SafeConsole Cloud access is setup using one’ s email address to receive an
invitation with an activation link. The invitation also contains the URL to the
SafeConsole Server. The first invitations are sent by the super admin, which
is the admin registered with the server license.

SafeConsole 759KADN T+t R(L. B DA—ILPRLREFERLTTZ Y5
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e SafeConsole On—Prem can be accessed either using credentials setup in the
SafeConsole Configurator or Active Directory credentials assigned to a
configured Security Group. The URL for the SafeConsole Server is visible in
the last step of the SafeConsole Configurator.

SafeConsole On—Prem |, SafeConsole A T7445 L—2DEWIEHRZTEET-
[FERENT=EF ) T1TIIL—TIZEIY ZTHMN 1= Active Directory E&1E
MEFERALTT7IERTEET, SafeConsole Server M URL (&, SafeConsole
AT L—EADNREDFIETRTINET,

e There are three levels of access for SafeConsole staff: -SafeConsole X377
[ZIE.3DDLARILDTIERIENHYET,

o Administrators — Can purchase licenses, add administrators, configure
devices, monitor audit logs and perform device actions. o E & — =
T XDBEA, EEEZFDEMN, T/ NARXDERE, EEZOTDER.
TINART O3> DETHAEETT,

o Managers — Can configure devices, monitor audit logs and perform
device actions. VHE—4— — TINARERTEL, BEBEOTFEHL.
TINART O3 FEITTELET,

o Support team — Can perform a limited number of device actions, such
as password resets. Cannot change device configurations. H—pMF
—A4 - IRT—RF Yo, EDRSALHDTINA AT O3> FF
TCEFT, T/IARDBEZEET S LI TEELEEA,



SafeConsole DRANSS5HT14RX

Follow this approach and you will efficiently get ready to deploy the SafeConsole
solution to your organization:

COTF7TA—FITHESE. #AE5IZ SafeConsole YY) 21— 3 EMEMIZE AT HEE(E
MEENET,

1. Review the short Basics section of this guide. CDHARFDEWNEAREIEE
HERRLET,

2. Configure — Try configuring some policies that apply to all devices. 2.53%% —
TRTOTNARIZERAINEG R —FFRELFET,

3. Connect — Register your device and see the policies enforced. 3.3&#E — T/\
A REBEHRL BTSSR —EHELET,

4. Manage your device. Try to do a Factory Reset or a Password reset. T /34
REBELET, FZ77MIVEIRERIFENART =Ry rEETLTES
LY,

5. Reports — Review and Export Reports. You will be asked to answer questions
about the system by your organization. Familiarize yourself with the Exported
XML or CSV in Excel. LAR—k - LIR—FDLE 2—¢,IHRKR—b, 0D
VAT LICEATAEMIZEZDEIIIKOHONFET , Excel TTYRR—LS
iz XML F7=z[& CSV [T TIEELY,

SafeConsole 7)Y X JL—YF7—

To the left SafeConsole has the main menu and at the right a top drop—down menu
for Profile Settings and Logout. In the Profile Settings Two—factor Authentication
can be activated by each individual SafeConsole staff member, SafeConsole
administrators can verify that two—factor authentication has been activated under
the Staff Settings in the main menu.

SafeConsole DERZIEAM A a—hHY ., BRIZIZTAT7AILEEEQRT T
FDRYTRAYTE DU AZa—WHYET, TAT7AILERTE TIE. SafeConsole X
RYITEIT 2 BRBIAZENCT HIEMNTEET , SafeConsole EEF (L, AV
AZa—DRAYVITRET 2 ERFPIANENILGOTNASILEHIRTEET,

In short, these are the Main menu items. CNBI[FAM I A=2—IEH TY,
FwyaR—F

The landing page of SafeConsole. It provides a birds—eye view of the server.
SafeConsole DT TAV T R—T, H—N—DL2EEEFRBLET,
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The Manage page of SafeConsole lets you edit and configure Policies, Users, and
Devices. Clicking a blue link in one of the fields will filter viewable entries based on
the selected link. For example: clicking on a User’ s Path will show the policy for that
path. Or clicking Users on a Policy will show the corresponding users and devices
registered those users. You can use these filters to help you find related entries.
SafeConsole D[BEEBIR—UTIX . RYL—, A—HF—  BIUT NI REZHREB LV
BETEET. WITIDDTA—ILETHERBDILIE)vITEHEERLIZVLY
[CEDVWTRTRABELBIVNID T AT INET, IzEAE. 2—F—D/ X
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995L AT HAI—F—¢LZDAI—HF—DREHRINIZTNNALADRTEINET,
NLDIAIIEEFERTHE BEITDHIIVNZRDITADITRILET,

s —

Modify the default policy or set configurations of registered devices based on the
user’ s path. Paths directly relate to the user’ s placement in a directory service
such as Microsoft’ s Active Directory. A path can include multiple users. Edit the
Path’ s policy by selecting its active policy version. All policy configurations will
appear listed in a popup. Click Save to apply the new policy. There are blue inline
help texts and More info icons that can expand and will explain each policy. Policies
are checked and applied each time the device unlocks where it can achieve a
connection to SafeConsole. To remove and reset all policies open up the Policy
Editor and click Danger Zone at the very bottom.

BEDRI—EEFTTEHILN, A—HF—D/INRI[ZEDNTEEZEH T /INAADER
ZEHTELFET . /SRIE. Microsoft M Active Directory HE DT AL IM) G —E X T
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FY o TOT4THER) O —N—23 0 FE8RLT NRDOR) D —ZEH/ELES, ¢
RTORY—BEDNRYT7IITTRERINET . REFIZV)VILTHLLEKRY
U—FBRALET, BV ITAUNILTTERRE, &R —FEBHELTERBAT S
More 74OV M HYET , SafeConsole NDIEMEMAIBELLIZGFT TT /A ADOYY
RBREINDT=UITR) O —DFovosh BHINET, T XTORI—ZFHIBRL
TEYNTBIZIE. RS —IT13%&/HE. —BTDIERY —21%50)vILFE
ElR

a—4—

Displays your device users and their registered devices when you expand them using
the +-sign in the second left column. Here you can also delete device users from
the system and perform actions on their devices. In the wrench—-menu next to the


https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy-editor
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy-editor

user name in the User column you edit/remove the user. When expanded the
options in the Devices section are available here also.

2BBOEDHIAREFFRALTILELESIZ. TNAMRDI—F —LZ D &R
BADTINARAEZRTLET, ZZTIE CATLANST N/ RA—F—%HIFRL.
ZFDTINARTT I IVEERTTHERLTEFET, [A—F 15O —F—2D
BIZHALUFAZ2—T, A—H—%HRE/HIKRLET, BTHE [T/NMR]E
93> DA TaVE I THEATEEY,

At the top right, you manage which columns to display and trigger Export of all
registered data to CSV or XML. In the dropdown menu, select the columns of data
you want to display or remove. Click away from the dropdown menu to close it. The
data will be updated according to your selections. To easily scroll the columns on
the horizontal axis press Shift+t Mouse wheel, this applies to all data tables in
SafeConsole.

ABLICRTTDHINEEERBL, BHRINFTRTOT—2% CSV /=X XML IZTHR
R—bLET, FAYT IO A1 —T, RTREELIFHIBRT 5T —2D5NFERLE
T, FOyTE O A= )yILTHLET ., BIRLE-RNBIC>TT—4H
B#EIhFET, BE(CHZEKEICRIO—ILT BIZIL, Shift +¥ I RRA—)LEHL
F9, INlE. SafeConsole DT RTHT—EFT—TILIZERAINET,

You can import users in a standard CSV format if you don’ t have a live connection
to your Active Directory. The Import CSV popup contains needed instructions.
Active Directory ~DZA THEHEMNBEVGEE (X, 22 CSV X TA—H —F AR
—hTEEY, Import CSVRYT7vTICIE BRELGIERNEENTLET,

FIN R

Displays all registered devices and all their metadata. Allows you to perform Actions
on devices:

BREINTVESIRTDTNARETRTDART—RERITLET . T/NSRITH
LT7 I avERITTEEY .

e Restore status AT—2AND[E]{E

e Approve (displayed only when pending staff approval) 2 ((RE DX 2Y T
EBLRHIEEDAHARTRINET)

o Disapprove (displayed when approved) Disapprove (RSN == (TR TREN
x9)

e Mark as lost f#3k&LTY—2

e Reset password (displayed when activated under Policies) /NXAT—FD!) 12y
ARV —=ITT7IT4TIZLIzEEICRTENET)



o Disable 3
e Factory reset TIZEHFHARE) vk

In the wrench—menu you can also edit data server side (these do not affect the
device):

LOFAZa—TRE, T3 —N\—RIZHRETHEITEET (CBEFT/NAR
[CIFFELEFEA).

o Edit Custom Data (edit the column rows with custom collected data) H X3 L
T—ADRE (DRI LWNET—2EFALTIDITERE)

e Delete (removes the device from the server, leaves the device as is) HIlf& (7

INAREH—NDSEIRL. FNAREZFOEEELEY)
BEEns

Contains a submenu for Device Audit Logs and System Messages. Device Audit
Logs contains all device actions, usage and if activated file audits. System Messages
shows SafeConsole administrative staff actions.

TINNAREEOT LV AT LAYE—DOD Y TAZ2—NEFEFNTONET, T/A(X
BEEOJICIE. TRTOTNARTI Ay FREKR. BEKUOT7IT17esn =2
FAIWEBENEENTT, [PRATLAYE—T]ICZIE, SafeConsole BERX 2T DiE
EMTTREINFET,

JR—k

Displays three dynamic report templates for: connections, device inventory and
geolocation.

B TINARAUARURN) oA —230D 3 DDA AFIvoLR— T Tl
—rERRLET,

HY—/N\—ERE

Set server behavior for device registration, device password reset and geolocation
customization.

TINAREER, TINARNRRT—=F Uy, A DT =230 DHREILZDT=HD
Y—N—BFERELEY .

ABAYITRSE



The SafeConsole Admins page provides a geographic overview of admin logins. Here
you can add administrators with privileges and manage their access. Two—factor
authentication is available as an option for staff and is activated in the top right
profile menu. Administrators can verify that staff have activated two—factor
authentication in the 2—Factor Login column.

SafeConsole Admins R—I(ZI&, EEOT AV DB ENRIRINE T, 22
Tl BFHEEZFE ODEBEX EMLTT I ERIEXEIETEEYT, 2 EXRRE. X2
YIDA TV ELTHIRATE. ALEOTATI7AINAZ2a—THIZHEYET, B
BE (X, 2-Factor Login (2-Factor A5 A 2) 5| TRAYIMN 2 BRPBIZFH®IZLT
WS ELZHERTEFET,

~AIVS

Help contains a submenu with: Deployment Wizard, Quick Connect Guide, Support,
and License.

ANVTIZE BRAVAY =R 490G A AR Y R—h BEUSAE RADHT
Aa—HMNEFATVET,

e The Deployment Wizard allows you to send the Quick Connect Guide to
device users.

FAOUT ARG AF—RTIE, ST EREH AFET N R~ —I3%
ETEET,

e The Quick Connect Guide takes device users step by step through the
process of registering a device to SafeConsole using the Connection Token
that is displayed here in a textbox in the fourth step. At the top right under
Legacy Devices, you find generated registry keys and an ADM file for mass
deployment.

HAYNEREH AR TIE. FTINARLI—HF—[T. F 4 AFYTDTE AR
RIZRTREINTWAESIN—I % {FERL T SafeConsole [ZT /N A& & kT
AT R%EIBEEBO>THELET, LAV—T NI ROETICIE. £/lSh
LY AR F—E—ERBEAD ADM 71 ILHABHYET,

e The Support page lists links to the helpdesk, the manual, release notes, and
the latest device software update packages.

HHR—rR—=JIZIE AILTTFRY RZaTFIL V=R /—k BFD TN
ARV NI T T7IT T\ —ADY VO PR—ERTEINFET,



e The License page displays license information and allows you to enter new
licenses.

FAEAR=V(IT( D RABEBRBRTEN, FILWLWSIA LV REANT S
EMNTEET,

18T SafeConsole IZT/\f RZEHT S

Navigate to the Quick Connect Guide under the Help section in the main menu.
Follow the steps.

AOAZa—DINVTIEI2aVITHBIAVIEGHARIIZBELE T, FIEIC
HE-TL=EY,

SafeConsole ANDT/I\Af RAEFEHRT S

Click Devices in the main menu. Your device should now be visible. Note that the
devices fetch new configurations and policies each time they are unlocked.

AMAZa—DIFINARIEDVVILES . HE-DT A RANRRTESNBIETT T
To THNARIE AVIDBEREINS-TITHLORE ERY S —FRARAAET

FINARAT O3y - IRRT—KRDY) vk
EZ D

Actions can be taken on a device in the Users or Devices section in the main menu.
Note that the device checks for Actions to apply each time the device software
starts up.

A A= a—D[A—F—=1F I [T /A R]EI AV DT INARTF I aVEELT
TEFT, T/NMMRIE. TINARYIN 7 HEENTH-VIEREINDT7 I3y
=HEZLET,

These are the Actions: LMW 7oL 3> T

REEE

Sets the Device in a neutral state, removing any pending Actions.

TINARZEZa—FIILREISREL. RERDT Va0 ETRTHIRLET



&

Allow the device to become managed and take up a seat in the license. Activate the
approval process under Server Settings

Eg

TINAADNEEIN, SAEVRIZENLFET, Y—N\—REDODRZETOELREED
295

FEAKER

Revokes the registration and the usage of a seat license of the device. The device
will become unmanaged. Activate the approval process under Server Settings

FIRARDY— IS LV ADBREEREMYELET . THRARETUTR—SR
[ZHYET, Y—N—BFEOERRTOEREEBHIZTH

reELTIY—Y

The device will, if setup in the Device State policy, display a message to the person
trying to use the device.

ARBYIMNTNARDREEN=T R EBEEZTITNRT—RE I TES
FILFET . BN/ RT—RFRLTARINT | AF—LIFESHIZZETH
Y. TFNARDN—F DT T I —bTr—RAREZBOHFEE A,

AT —F#1#4E

Enables the staff to help a device user reset their password without affecting the
stored data of the device. The forgotten password is never exposed and the scheme
is cryptographically secure and does not weaken the hardware brute force
protection of the device.

ABYIMNTNARDREEN=T =R EBEEZTI2NART—RE I TED
FILFET . BN/ART—RFRLTAREINT | AXF—LIFEBEESHIZZETH
Y. TIRARADN—F 77TV —bI+—RFREEZBOFE A,

A password reset can only be performed provided that the Remote Password Reset
policy has been applied and activated on the device prior to prompting the Reset
password action.
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INAT—FKDY) b, ISRAT—FD)yMRIEZ R T Ay E—UNRTREINBHEI]
2. TNNARTYE—FRT—FK)yrR)O—DBERIN, HEIZHE-TWSIEE

[2DFH

RITTEFET,

These are the steps to perform a password reset:/N\XJ—KtytD F|IE

1.

Open the device software. Get the eight character Client Request Code
(Password ID). Found under Help > Forgot password in the main screen of
the device software or displayed when the wrong password is entered more
than two times in sequence.

TINARYIEN DT EREET . 8 XFDIFATUMERI—FUIRT—F
D)ZRMIBLET . TNARAYILDIT DA VEETIANILTD IART—F

ENFELEIDIBIZH) YIS BH ., 38o1=/SRAT—F% 2 BLILEIEFEICAH
FTHERTRSNET,

In SafeConsole search to find the device under Devices or Users. The Device
ID or serial number is under About in the device software. Verify at least the
last four numbers.

SafeConsole DIERZET. TNARFLIXA—HF—DHLEIZHET/INAMIRER
FLET, TNARID FIEPUTILESIX. TINARYITRDZT7DIN—2
AVERIDOTICRTIINTE T, DEKELRED 4 DOEFFHERLTES
LYy,

Select the Reset password Action in SafeConsole for the device.
SafeConsole TT/\AAD/NAT—KD) Y7o a 5w E IRLET,
Enter the Client Request Code (Password ID) in the SafeConsole prompt.

SafeConsole 7AVTHZOSATURERI—K(XRAT—F D)2 AALFE
9,

The 24 character long Server Response Code will be displayed, and you can
click to email it to the registered device user email address. You can also
read the string to the device user. Make sure to get the string right as a
faulty code can destroy all stored data. We suggest employing a phonetic

alphabet.

24 XEOREDY—N—HEI—FBERRENET, 21U 5T HE, BHRE
NET AR~ —OBEFA— L7 RLRIZEFA— L TRIETEET,
Ffo. XFHETNARI—Y—[SHAMBILLTEET , FEDHZI—


https://en.wikipedia.org/wiki/NATO_phonetic_alphabet
https://en.wikipedia.org/wiki/NATO_phonetic_alphabet

FIZTRTOBMSNI=T —2ERERT HAIRRMENHHD T, XFHZEELL
BIFL TS, RETIVIFAVNEERTHLEHEBOHLET .

6. The device user enters the Response Code in the device software and will
now be prompted to enter a new device password.

TNARL—YF =T NNARY T D7 IR EI—REANTEHE FILLT
INARIRRT—FEANTHEIRDONFET

i3Ik

Disables the ability to unlock the device. A password reset can still be performed
provided that the Remote Password Reset policy had been applied and activated on
the device prior to prompting the Disable action. If left disabled the device cannot be

used and is to be considered “bricked”.

TINARADOY %R T DHAEEFEICLET . ESZTET7IIaVFRTAY
T—UMRRSINBDFIZ, TNNARLETYE—NRT =Ky R)S—ME S
N, BHESINTWNBIGEEIE. /IXRT—KRYEYrERITTHENTEET, BEHD
FFEICLTHLE TNARIFFEHETELGLEYET,

TiHH AR EYh

The Factory reset action, sometimes referred to as a remote kil The action erases
the crypto keys and all stored data irrecoverably from the device on the next
connect. The device can be reused and connected anew.

TIGHAER) b B LY E—FAFIE T (LR O EGRICESF—Li&MESn=d
RTDT—RETNAADOEERBEITHELES . COTNARIEBIALTH
FICEERR T o ENTEET,

H—N—EDTFINNA(REL—F—T—4%R
£95%

TINLARAT—4

In the main menu option Devices in the Serial column under the wrench—menu you

are able to edit the devices data on the server.


https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#reset-password
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TFTINARA T AV AR TILNZHBL Y FAZ1—TIEY—N\—LEDT/INMR
T—RDRENAEETT,

HE

This removes the device from the server. The device becomes unmanaged and
untouched. This is mainly used to release the seat license occupied of a destroyed
or irrecoverably lost device.

CCTIE T NNAREY—N—DBBEETHIENTEET , —EHEIN-T /A
AITEBERTEEIZHEY, BERLFAIREICAYET ., COMEEXEICHIESNT-BL
EZEIHEINE=TNARIZHEIN TS S/ RERRT 5=-OIZFERS
NET KHELETNAREBERATHIEE 2T THEEFT Vb ET>THDS
BELTLESLY,

BEYST

This will allow you to appoint a new user as the device owner. It is possible to assign
a device to any other registered user.

HIZEY . HLWA—H—FT NS RADOMBEBELTHRRETHENTEET, 1t
DEFAL—F—ICTNARZE|Y L THELAEETT,

HARRLT—5HRE

Allows the administrator to edit data collected during the device setup — if
configured under Custom Information in Policies.

EBEE, TNAADRERICRESN T HEHRETEET (KU —DHRE
LEHRTHRESNTNDES).

1—Y—7—4
A—H—F— iR

In the main menu option Users in the User column under the wrench—-menu you are
able to edit the user data on the server, you can also remove the user here.

A—H—FTLavAD1—HF— IZHEIL U FAZ1—TREI—F—T—2 DR
8. 1Y —DHIBRAAIEETT

A—Y—F—8%E2L CSVEAUR—IT B


https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#custom-information

Note that users will be asked to enter their computer credentials as part of the
connection of the device to the server, this behavior can be configured under Server
Settings. With this option the database will populate with the directory structure as
users connects devices. If you only have one policy and/or will not setup and
reassign devices to end users this is the preferred option, to have the database
self-populate.

TINNAZADY—N—~DEHEO—RELTA—F—[2aVE21 2D ERIFHRE A
NTBE5ROENETH COEEE[Y—N\—DEEITERTEET, COFT
DAVEBRYT AL A —NTNAREHERT HE. T—EIN—RITTALINE
ERRESNET ., RID—% 1 DLAFELGWNEE O, TUFI—H—IZT /(R
ZRELTHEVAEATLEWNES[E, T—3R—RZBHANTILEZHBOLE
ER

It is however possible to import a standardized CSV with your users and groups if
you lack a connection to your Active Directory. This imported structure can then be
used to apply policies prior to users connecting to the server.

f=12L. Active Directory ~DIEHRHA R LTIZE L. 2 —F—¢&J IL—TTIRELS
Nf=CSVEAUR—,THEIXARETT , DA R—bESN-EBEFFALT,
A—H—PNH—N\—[ZEHETBRNR S —2 BRI HIENTEET,

e Your CSV file should contain the following fields: DistinguishedName and
EmailAddress

CSV 274 ILIZIE. RDT4—ILEREENTNBRENHYET,
DistinguishedName # & T} EmailAddress

¢ Recommended maximum entries per import: 1000
AUR—bZEDHERZRTUN)$:1000
Windows PowerShell command to create csv file:
csv 77M ILEVERLT D Windows PowerShell AT :

Get-ADUser -Filter * —Properties DisplayName, Emai|Address |export-csv
ad_users. csv

Once you have your csv file generated from your Active Directory you can import it
by clicking Import CSV from the Users tab found under Manage. This will populate
your SafeConsole Server by placing users in the path according to which
Organization Unit they belong to in Active Directory.
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Active Directory M5 CSV 7 IILEERB L=, [BEE]ID[1—HF—]12TM5[CSV
DAVR—KZED) 9L T CSV I7AIVEAVR—FTEFET, ChIZKY, Active
Directory AN E DI —vFZBLTLAMIZIEL T, —H—Z /N RIZERET S
— & T, SafeConsole Server [ZF1TLET,

For additional help with the Get-ADUser command, Visit Microsoft’ s KB

Get-ADUser AT R D EEMIZDULNTIL. Microsoft M KB [C7 U AL TLIZELY

Please refer to this support article for additional help with this process: Exporting
Active Directory Users as a CSV

ZNTAEADEMDANIILTIZDOWNTIE, ZOHR—EEEFSBL T,
Active Directory 1—H—% CSV ELTITHRAKR—FT 3

You are required, prior to completing the import, to provide the character encoding
of your CSV—file (US-ASCII, UTF-8 or UTF-16).

AIR—bE5E T 9 BRIIZ. CSV 774 )L (US-ASCII, UTF-8 E£7=I& UTF-16) DX F
I a—FZERBETEILELRHYET,

RYS— - KRI—FRYS—BEEZD
fth % HE

The Policies section is reached through the main menu located under Manage.
RS — 1o aviErqorma—TeR2—JIHYET,

Policies are checked and applied each time the device unlocks where it can achieve
a connection to SafeConsole.

RS —IE, T/31 XD SafeConsole ~NEfich . AVIBBRESNA-UIZTFIvIE
h.EREINET,

There are blue inline help texts and More info icons that will explain each option in
each policy option. These are reiterated in this manual.

FENAUTANILT TR, BRIV —F T30 D& AT a2 DULNTERBA
T HHEMEBERT7 AP BHYET, CNLIEIOT=aT7IILTEESATWETD,

RI—EHLavDBE
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The default policy can be modified by clicking the Modify Default Policy
button in the top bar. The Default Policy is the fallback base that all other
policies are based off. You must click, confirm and Save your default policy to
complete the setup of the server. New registrations will use the geolocation
and Trusted Network from the Default Policy unless unique tokens are
enabled on the server.

T4 ILER) o —(X, EEB/S—®D[Modify Default Policy]l/ R2>%&41)w49L T
EETEET, TIAIMRIO—F AMDTRTOR)—IZEINTDS
TA—IINYIR—ZRTY, Y—/N\—DHREZT T I BIZIE. Vv FEE,
BEUTIHILERI O —DRENBETYT, HILLWERIE, b—/N\—LT
—BEDOr—=IOUDBEBMELOTWNVEWRY, 774U R) o —hs o4 ns—
AVERSRTYRRYNT—OEFERALET,

You can edit a path under the wrench—-menu of in the Path column. Here it is
possible to:

[RRIDLUFAZA—T/INREHRETEEY . COTRIEEGCE:

o Add New User - THED/RIZ1—H—%EBMLET .

o Add New Group - RED/NRADF/NREEFHLET

o Import CSV - Adds multiple users to the current path. CSV requires a
specific format. For more information see: Adding users from CSV.

BHOAL——%#WHED/NRIZEMLET, CSVIZIHEFENRER
PHETY, HMIZOULNTIE. CSV LN I—HNEMESRELTL
=&y,

o Edit Path — Changes the current pathIRTEED/\RAZZELE T,
o Delete Path — Deletes the current path if there are no users in the

path. 1 —H —HUVELWNREHELET,

R)—IF15

The Policy Editor pops up when the button Modify Default Policy is clicked
or when you select to Create or Mod/ify a policy in the menu for the Path in
the Policy column.

[Modify Default Policyl/R2>%&91)w93 BH\, [Policy]l 5l D[Path] A=2—®
R —E R FEIIEE T 5%:8IRT B L. Policy Editor 7Ry T7yTL
EX
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The policy editor displays all policy configurations in separate sections, each policy
is covered in detail in this manual. In each section of the policy editor you can verify
which policy version number the change will apply to. There is the defau/t which is
the base and fallback, and then when the default is modified a custom #running—
number is created, for example custom. #56. The custom policies can be applied to
Paths that have sub—paths that therefore inherit their configurations from the main
Path and these are named inherit: #custom—-running—number for example inherit #56.
The inherited policies in their turn can be modified and will then become custom
policies.

RUD—IT4RE T RTORIS—FEZAMRDEILIVICRRLET, BRY
D—IZDoWWTIE. SOT=a7IILTELGERALTWET, RU—IT120% 1Y
VTl EENBERINER) O —N—2a 0 BEEHRTEET, R—RETH
—ILINYITHBT IHILEDHY . TIHILENEER SN D EHAR S L #running—
number AMERLSNET (il : custom#56) , HRARALRY—IL, T /INZAD AL
ADBHERTELF AL TS/ RIZTEHTE., ##& 4 (X # custom—running-number T
(] AR #56) , IBFICHMARIN-AR) O —EERTE, hRALKRY—(ZHY
F9,

e Itis also possible to click Add New Path to add a new path to the overview
in the top bar. Add New Path %%7!) v LT, EE/N—DE(ZFTLLVARHF
BN 5IEELTEET,

NR[ZTRYS—ZEYHTS

In the Path column you can see the domain path and then in the Policy column you
can modify or create a new policy for the Path in the menu, the policy editor will pop
up when an option is selected.

INRBNZIER AL ISZAMR RSN, [R) =10 TIEAZ2—D/SR]IDFH LK)
—HELEBRFIFERTEET . AT avMBIREND L RS —I T 44D Ry
TF7vILET,

You can click the number in the the Users or Devices column to confirm which the
policy applies to.

[A—H—FBET AL RIFIDESED)IL T RV — BRSNS EEHER
TEFEY,

RYS— A—HF—FI74ILk

Available in the Policy Editor popup 51— 74 BDRwT 7w I TCRETEET,
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The User defaults policy allows you to manage the device software behavior.

A—HF—DTIAIMRYS—IZ&Y  TINARY IR 7 DEMEEZEETEET,

The following configurations are available: LL T DERTEMNF|ARIEETY

e Pre—Selected Language

(o]

Preset device software language to avoid user confusion on foreign
systems as the device will use the host machine default.

%"‘B’/XF‘L\'\O)J —F—DRELZE#ITEHI=DIZT/INARY T I
DEZBEHOMNLDORET HENTEFY,

Use this setting to specify a default language for all registered users.
CHEREEFEALT. BHIN TSI RTOI—F—DERENDEE
#1ETFLFE T, Users may change this setting on the device if needed.
Leave the “System Default”(English) if you do not wish to define a
language.

TNARABITCHLEBRENARETT . ZEORLENLZITNIETIA4IL
M(EEE) DEFEIZLTLESLY,

English, Japanese, Korean, Spanish, French and Russian are available
(if the language is not available in the device software version it will
default back to English).

-H-Egs l:ll:ls EEIEIDEI\ X/\olrsjggs 75>X5§s D:/nghi*ljﬁﬁmﬁg
THT (EENATNARYINIITDN—a0 THRATERWNVES . T
THILEDFEEEIZRYET),

o Disable users from resetting device.

(o]

Disable users from resetting their devices. After a reset, a device can
become unmanaged or managed by a different SafeConsole server.
This option allows you to tie the devices to your server.
Administrators can still perform the factory reset action. Be advised
that if the server is uninstalled while devices are registered these
devices cannot be reset and cannot become managed by any other
server, Take extra care if using On—Prem to save copies of your
server certificate, the password for the server certificate and ensure
that IP can be assigned to a new server if the old goes down.

A—H—DoDTNAAD)yrEENILET ., VEVhE. T
NARITEEXRIVNZE DD, BID SafeConsole H—/\—[Z&>TE
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HINSAEEERHYET, COFTavEFRTRE. T/INMR%E
Y—N—ZHUMHTEIENTEET, EBE XTI HHARO Y
MEEZEITTEET, TNM A EBERIN TS EEIZH—/IN\—%T
VAVAN=ITBETINARE) YT B ELIENID Y —/IN—ZF
9B TELRRYFE T DO TIT EELEEL, On-Prem ZFRALT
Y—N—IHEDIE—ZREFTIEEIE. U—N\—IHED/X
J—R&EIP ZZHERLTIZEN, aWWEDHRFTOUFTEHIP FFHLL
H—NTEY B TEHIENTEET,

¢ Disable password hints.
o Disables the user from setting a password hint. Use for extra security.
The new NIST best practice preview suggests that you should not
allow password hints as it might expose the devices password if
poorly constructed hints are used.

XA TARIED=OHIC1—F—D/INAT—KREVNEEFEMIZL
F9, HILLYNIST DRRNTSOTARATIEEV MM SRR T—FNF
NAAREENH DO/ NRAT—FEU M EHFR[ T EHRETIIAULEENSD
TWEY,

e Disable desktop notifications.
o Disables desktop notifications from appearing on the users device.
This option ensures that the device software is “silent” after
unlocked. This option is not advised to use unless special
circumstances apply.

A—HF—DTNARIZRRENDT AV TBHMEEHITLET,
DA TLavEERTBE, OVIBBRERICT NIRRT 27N
ALY ET FRIIKRUN TOIDOA T av DR AES

#HLEE A,

RUS—T AR A—F—(2359 3>

The user cannot interact with the policy configuration and they are not alerted that
the policy is activated. Any configurations will be forced upon the device.

1—Y— R — BRI 2T EETES KU — DT IT4 T[T TLBT
LEBHSNER A, TRTOERNBHICT A RICERSWET,

RYS— FPoFILITT

Available in the Policy Editor popup
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Protect your devices from malware automatically and all the times with the on—
board Anti—Malware protection. When devices unlock, the malware signature
definition data is updated automatically when an internet connection is available. The
feature is powered by Intel Security McAfee technology.

AUR—FDTIL I T RODREREELERALT. TNNARETILIITHLEE
MW DEICRELES, T/AMRADOOVINERRSN., 12—y MERLFIAT
BEICEBERILIITREET AL BFMICEFINTT . COBEEL. Intel
Security McAfee T /AIZ&-> TRt E T,

The on—board Anti—Malware protection is only available for device clients running
version 4.8.30 and higher. An Anti—Malware license will need to be purchased for
each device.

FUR—RD VI DT TR FIREFE, /N —2T> 4830 LUFEFZEITL TS T/V1 X
OSA TN CDAEFTEFET, BETINARIZFFIILIITDA O REHEA
FTRUEHHYET,

The following configurations are available: L FDEHREMNFIBATEET,

e Enable Anti-Malware protection
o Enables the on—board Anti-Malware protection on the device. T /31
REDAUR—FDT IO TREKREETMLET,
o Threat detections, remedations and signature updates will be visible in
the Device Audit Logs BEDIRE . BE. T FFYDEHIL. T/
A REEOAVICRIRINET

RIO—FNARADA—F— (2359 3y

The user is not alerted that the policy is activated. The device software will
automatically download the latest configurations from the McAfee server the next
time it is unlocked and has a network connection. During this time of the initial
download the device may be experience abnormal delay until the signature database
is download, roughly 200MB. Once the database is downloaded the device will initiate
the scanner in the background each time the device is unlocked, the scanner runs
continuously and scans any files that are added during the session. Infected files are
removed and the user is prompted with a notification that this has happened.

RV —WNTOT4TTHAEELI—T—IZBELFRA, T/INAMRYTLILT
(F. ROOVIRRFFD YT —IEHRIN TS EEIZ, McAfee —/\—H bz
FOREZXZBENICA Y O—FLET, AT O O—FBIZ. T/NA R H
200MB DT 2 F v T—RAR—ZAMA IOV O—REINEE T, BEEFREBRT 5L
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HYET, T—EAR—ZABNFHoO—REnd e, THNAIRQOOVIDREEIND U
[T NARIEINVD T SOVRTREYFTEREEBL. X v T IIBBEMNICETIN. &
wiayvRIZBMEN=77MIVERFT YU LET, BEL-T7MILIEEIBRSH, 2
—H—IZIE TN RELEEVSBHAARTEINET,

The user can interact with the anti-malware once the device is unlocked in the Main
Menu under the button Anti—Malware, when the button is clicked the Anti—-Malware
screen is brought forward. In the Anti—Malware screen the user can verify the status
of the protection, the time of the last scan and the last file that was scanned. The
user can also manually initiate an additional scan. Furthermore the user can verify
the version of the engine and malware database and also the time of the last update.
The user can also manually initiate a update of the malware database, this is not
necessary to trigger under normal operation as the updates occur automatically.

A—HY—[ETNARADAVINRREINDEAL D A= 2—IZ8H D Anti-Malware Z %1
VPG BHIETERETEET, 7oFIIILO7EETIE, REDIRE., GIEDRXF
YDA RBICRAF v EINFT7MIIVEHERTEE T, 1 —F—FXFETEM
DAFYUEFIBTHELTEET, SHICT, A—HFIE. IOV ELUTILITT
T—AR—RADN—2aVBELIUVRERDEFORFLNEHERT 5N TED, 21—
—F. VI IT T —AR—RDEHEFHTHIET S LELETEET . BFNEE
HIZThnbd=6. BEDIERETIN)IA—32REEHYFEE A,

RYS— FINARADIKEE
Available in the Policy Editor popup

The Device state policy enables automatic inventory management of your devices.

TINARRERY—(F. TNNARAODBEEBEZEIIZLET,
The following configurations are available:LL FDEREMNFIHATEET,

o Lost drive message to user text message fPEREEODI—F —~D AVt
—
o Use this setting to enter a custom message to display to users when
their device enters a lost state.

TINAZD R RARBE ST ICA—F —[CRRT D AVE—DFEE
ETEFEY,

o The message that will display when the device gets the Action Mark
as lost. This text could say, please post to address or a contain a
general notice or disclaimer.
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TINAZADMPRELTIY—IEN = EEZICRRENDAVE—UTY .,
COTFAME, PRLRETISEET 20 FERBEFED ;KRB
BBHMZELIENTEEY,

¢ Require devices to connect to the SafeConsole Server checkbox

T /\A A% SafeConsole [ZHE#E T DLIICEKR T HF v IRy IR

(o]

O

Select this checkbox to require devices to connect to SafeConsole
periodically. (Connections are indicated in the “Last Seen” column on
the Registered Devices page.). You can also define the maximum
number of days a device can maintain in—use status without
connecting to SafeConsole and the status to enforce on any device
that does not connect within the specified number of days(lost,access
denied or disabled).

T /N1 AH' SafeConsole IZTEHAMICHER T HEI(ZTBICIE. ZDF
TYIRYIREFERLET, (&L, [Registered Devices IN—T D
[Last SeenF[ZFIRENFET ), F£T-. SafeConsole [T (2T
NAZANERPOREZHF TSI R RKAHE. FEEL-BH# (I
K. TVEREBEFLIEEYN) TEHELEVWT NI RITERT R T—
RRAZTEETHEHTEEY,

These are the available options:
= Periodically, configure Maximum # of days without connection
numerically in number of days. Also configure selector After
maximum # of days reached, set status to either:

EHIC, ERELORKBHEHETHETERELES ., £
. RRBHEIGEL-HSEDREEZRONVTAMNZERELE
9

» R EEAYVE—DDHERTR)

» TORRER (TNARADTHIEREZLL) XTINART Y
Ay DIRREZEE T THEFR AT RE

« EHIRT—FUIEDRBE))E—FIRT—F&
YEWNENLGE-OTWAIGEE I THZHE) v bR E
[EYFES,

= Always, requires device v4.8.25+. You may use ZoneBuilder’ s
Restricted Device Access feature to provide greater control

over offline usage. T/\1 A v4.8.25 +DNIHLETY , ZoneBuilder
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DHEBRIFET NART 7 AREZHRAL T, #7540 TOfE
RZEXYFMICHIEHTEEY .

RYO—FINALADL—F—LB35H 3y

The user cannot interact with the policy configuration and they are not alerted that
the policy is activated. Any configured messages will be displayed at the set time
and the states will be forced upon the device without warning (beyond the set
message).

A—HF—[ZER)—DARESNI=CEITBIESNER A RESNIZFTATDAY
T—UMEEDREDLERTEIN, BEESNTITT NS RDRELERMIEE
INFEY,

R)S— Kikayy
Available in the Policy Editor popup

When enabled the policy activates a configurable device timer lockdown. This option
should be enabled as devices are often forgotten unlocked in host machines. Without
the Inactivity Lock, you risk a data breach.

RUS—ZBHCT HE RELEBRROBBRICT NARHBOVIENET , COH
RElE. PC R ICOVINBEBREN-FEDT NA AT —EANRET H5DEN
TEY,

The following configurations are available:

o A—H—RRERE -T/N\MRQOOVVEREZICI——BLRETEET,
o RY—|ZkB5E — SafeConsole THRELET,

o T I\ALRIZ Inactivity Lock ZfE A& % - Inactivity Lock DEXEEH
MZTBIZIK, COREFENILET, £, T/\MRHOVISNh
BETDRTITATRERM () & TRIMNTEEAYE—VF 1 —Y
—IZRRTBEEDETITA4TAVIETONMEERTHELT
TFET, CORIV—FERLITEMNZTHERIEL. FuiZEIETLT
HEET,

v BALTINS) - BMFEANLEFT,
» FRIMNTEEGEAvE—D @) - HFEANLET,

RY—TNARADA—F—A3592ay
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A—H—([ZIFR)—MEEINI=CEITBHEINT . EE5ELRTINE
BA R —TCaA—F—REAREEERL-GE A ——DBLETE
THIEL BT BHIELTEET,

R — SFRISh =B HR1T

Available in the Policy Editor popup

The following configurations are available:
o FTRTOTNARICHFRISNIzA—FSURENTEE

Use this setting to specify a command to run on all devices after the user
authenticates. Enter the specific command to run in the text field provided.
Authorized autorun allows SafeConsole managed devices to run portable
software or other security tools upon authentication, providing added
protection for the drive while it is unlocked.

CHREZFFERALT. A ——DFRARICTRTODT/NARTEITT ST
/IJH ELET, HBELETFARNIA—ILRIZETTAHEENDITUREA
ALFET, Ba[Ehi=A—r52IZ&Y. SafeConsole BIEXR T /N1 R(Z.

R—RTILY TR I 7 OZFDMDEF ) TY—ILE B CRTTES L
SIZHY, AV RBRENTWARBEICKSA I ERET HENTEET,

o Command to run text box, type in your command you want to run.

AYURERTIBITIE. TERMRYVRICETIHAYUREASL
F9,

o Tokens allow you to perform integration against the portable software
that you can deploy to your device using the Publisher policy. These
are the tokens that can be used in the Command to run:

F—OVEBRT BL. STy —EERALTT AL RIZTT
O TEBR—AT LY T T EOHAERTTEET, IVUKT
RIT BIOIEATELF— IV ERDEBYTT,

« {store-path} —T/\f REEEAL AL — /1 8—F 43R 21—
N

« {seriall- T/\/AD ID

» {login—path} - 7731 XM CD-ROM /8S—F 4 3zl 1—L

= {user-name} - T/INA RA1—HNEFIL—HEZ
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= TNARADOAVIRRIRSNIEEIT, TIHIVEDTSIHT
BT H1=8(Z http://www.example.com &LV Web A &
ABLFET,

BBOOT U FE—EICRITT S5

It is possible to specify several commands to run by entering them in a *.cmd batch
file. Tokens can be sent to the script and set as local variables.

* .cmd IN\YFI7AILIZEBDOATUREANLTEITTHAYUREIRETHEN
A[RETT , b—Y R THIEEL. O—HILERELTERET HENTEE
ElR

Example of a Command to run:
{store-path} /Applications/cmd/scr.cmd {serial} {store—path}

These are example lines of the *.cmd file, in this case, we run the Allway Sync’ n’ Go
application with parameters, the locally set variables are utilized by the Allway
application to locate local and target directories.

“s(Ex .omd Z7MILD YT ILITTT , ZDFBE. Allway Sync'n'Go 7T r—=
AVEINTA—REELIZETL, A—DILIZERESNT=ZHIT Allway 7TV — 3
UTA—AITALIMNIEA— YT ALIMN)EREBET H=HIZFERINET,

@ECHO OFF
SET SCRID=%1 && SET SCRVOLUME=%2

The first line makes the process silent. The second line fetches the serial of the
device and storage path from the authorized autorun command to run.

RYUDTIETOCREEFICLET, 2 TEX. ETEFHFATEHETAIURNLD
FINARERARL—D RO T ILERYBLET,

START /D ""%2Applications¥Al lway”™™ Al lwaySync' n’ Go. exe -m

This example line specifically starts the Allway portable sync application. The —m
parameter is Allway specific and means that the application starts as minimized.

ZOFDITIE. Allway R—2TILEIER T T )5 —Sa B LET, -m /85A—4
—I% Allway BIETHY . 7TV —av B R/IMEShIREETRIA T 525 EK
l—/ij—o



START /D "“%2Applications¥Example™™ Example. exe”

This last line is to demonstrate that we also can run additional applications from this
batch file.

REDTIE. CONYFIFAILDLEBMDT T)r—3avaETTESHILERL
TWET,

RID—T LR A—F—AL359Say

The users cannot interact with the policy configuration and they are not alerted that
the policy is activated. The user can of course see any software or files that are
prompted by the Command to run.

A—HF—IZFR) D —DEESIN-CEEBHMEINFREAD, ETTHITURICE
DT ITFAIVERDIENTEFET,

R — INRT—FR)—
Available in the Policy Editor popup

Allows you to configure a detailed password policy.

The following configurations are available:

o NRRAT—FOBRIINXFHEH
o Use these settings to define minimum password length and required
numerals, lowercase letters, uppercase letters and special characters.
Please Note: For FIPS certified hardware, the recommended password
length is at least 8 characters.

RINSRT—RFORSEDBAOHF., INF,. AXF, BHXFEEERTHHIC
NENHFEEFALTEEL, CEE FIPSEE/N—FI9TI7DEE. . BIEEMN
TNE 8 XFERBICHRETAINEMNMHT . RIND/IART—FRIL 8 XFT
¥,)

o F (1,2,3:-+). - checkbox

o INTEF KI5 (ab,c / AB,C). - checkbox

o ¥EFRICEE (#)1,2-++). — checkbox

o H#EBEDATALEDTINARD/IKRAT—ROEMNHR - MFAD
o #BHEBEDAYALVEDTINARD/IKRAT—ROEMNHR - MFAD
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Note that the NIST guideline preview recommends to no longer force password
changes, as this might make users choose “easier” passwords.

NIST HARSAVDTLE1—TIE, A—HF—(FTEEGZ IR T—FZEIRTESH
BEMEN DD, INRAT—FDEEZRFILENRSIICTHENHREINTNET,

RYO—2—HF—A108592ay

Upon the first device setup or the next time the device is unlocked the password
will be checked for compliance with the active policy. The policy will be displayed in
the Welcome screen once connected to the server or in Change password screen
that will be forced if the current password if found to be non—compliant with the
active policy. The user cannot proceed without complying with the password policy.

BUDTNAADBERHE-IETNNAZAOOVINREBREINI-EZIZ, INRT—FIE
TOTA4TR)O—IZEMLTWBINEIMBFIvIESNET, ZORY—IF Y
—N\—([ZEHRTHE. VTILALBREICR RTINS, BEDNNRT—KNT7IT4
TR —IZERLTUVVEVLS S (FERFIMICERINES, 12— —I&. /XD
—FRYS—IZEbHTIZED ZEIETEE R A

RYS— YE—RRT—Ftyhk
Available in the Policy Editor popup

This policy allows SafeConsole staff to assist device users to recover from a
forgotten password without losing any stored information. The technology is based
on ciphers and does not weaken the security of the device as all attempts to reset
the password are validated against device security controller.

DR —[Z&Y, SafeConsole DRAAYVI X, TNAADA—H —MNRESINT-IF
HERSIELGL BN RT—FO6EIETESLIICKELET . COHIMIIE
BIZEDNWTEY., RRT—FE)EIN&S3ETEHTRTORANT NI R ¥
T4AVMO—3ITH L TREEEN ST, TNARADEF ) T4 MBI EEH
UERH A

Once enabled the device must be unlocked one time with a connection to the server
for the configuration to be applied. After this a remote password reset can be
performed at any time. Remote password resets do not require an Internet
connection. Please review the Actions sections on how to perform a remote

password reset.
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AN DE BREERTAE=012, Y—N\—[ZEHELTT /A RO OV %R
TELENHYET, CDE.UE—FRT—FDYEYrIWDTELEFTTEE
o VE—FNRT—=FD) YL, /o 2—RIMERIIBHEHYFE T A, )E—
FXRD—R) Y rDETHEICOVWTIE. 7o av 10w aveEsRLTE
A

It is not possible to activate the policy in hindsight to recover a now forgotten
device password. It is therefore recommended to always have this policy enabled.

R)—BRAN/NRRT—REENTLEIENRT—R) YN TEELADTE
[CCDORIV—ZBRTHIEEEHMOLET,

The following configurations are available:

o NRIT—FK)EYrEEHHIZTS
o Select this checkbox to enable users to request remote password
resets. You can also define the email address where password reset
requests should be sent(typically a support email address), a phone
number users may call(optional), and the subject line for password
reset emails.

A—HYHRYE—IRT—F)yrEERTEDLIIZTHIZIE. 2D
FvIR I RERIRLET, FTf-. N\RT—F)yhEREZXET
% e—mail PFL R (BE XY HR—FEFA—ILTFLR), A—H—MN
MU ZENTEREREES (AT av) . BEXUNRRT—Ktyk
BFA—ILDBEEEZERTHELTEERT,

o HR—F e~mail 7KL R - textbox to enter valid email address. The
email is displayed in the device software to enable to user to contact
support staff.

BHHEFA—ITRELREAANTETIRAMRYIR, EFA—ILIE
TINARY T TPIZRTRSIN, —H — [T R—FRXZ2VT(TEEK
THIENTEFET,

o HHR—FEEEES - entered numerically. This number is displayed in
the device software to enable to user to contact support staff.

HFETAAINTLET, COBEE. FNARYTRIITIZR TS
A== R—bRFYTITERTEDLIILET

o INRT—F)tyrA—)LDH4 - textbox to set the subject of the

password reset email sent to user from the SafeConsole server by



the staff. Reset information is also available to be sent over any other
online or offline communication channel.

SafeConsole H—/ A\ 1 —H[TFIESNT=/N\RAT—K)yrA—)L
DHRBERZYINEETHDTIAMIYIR, UEyMERIL. DA
UDAVERIIA ITTAVBIEFIRILENLTCGEET HEBTEE
9,

RYO—FINAADL—F— (35D 3y

The user device is automatically enrolled in the remote password reset process the
next time they have a SafeConsole connection and unlock the device. The user is
not prompted but will now have the Actions menu option Forgot password available.
Clicking this will bring forward the configured information and password ID required
to perform the remote password reset. It is in this screen that user will enter the
response code provide by the SafeConsole staff to initiate the password reset and
get to choose a new compliant password.

A—H—TFT/\A RI&. RIZ SafeConsole EHMHEILSN ., T/ A AD VI HEERRS
NF=EEIT VE—MIRT—F) 2y TORICEBMICERINET, 21— —
[CIETRVTRERTEINELAN, A T3 A= a—C[RT—FEENZINE
RENFT, TV ITHE NE—MRT =RV ERTTEOHITBE
BEREBEADERE/ART—RID NMKRIRENFET, COEETIL. SafeConsole X
FYITHMRE T DL ARV Ra—FZ A AL TNART—RzyrZRtaL. FLLVIR
T—REBIRTHENTEFET,

If you do not have a registered email address for the user in SafeConsole the device
software will prompt the user to enter and confirm their email address, the message
states that the address can be used for future password resets and that it only will
be share with the staff of the private SafeConsole server.

SafeConsole [ZZE$FINTNNBL—HF—DEFA—ILTRFLAMNZEEFIN TGS
B.TNARYIF D7 IEA—F—IZEFA—ILTRLRAD AN EHEREFRT Ayt
—CERTL.FOTRLRIESENNRT—KDYyrERATE, T54R—
SafeConsole —/\MD A AV IIZHBEINFET,

R)S— EEFAAHRE
Available in the Policy Editor popup

Enabling Write Protection is a powerful anti-malware measure as no files can be
copied to the device when it is activated. This option is recommended to use when
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unlocking devices on an unknown machine when there is no need to copy files to the
device, for example during a presentation.

EFAHREEZEAVICTEHILIE. TNNAANTIOTATII5oF=EEZ T INARIZT
FAINEIAE—FBHIENTEREWN O, IV T RERDBABRFERIZHEYET, =
DATavid. TLE T—2av iRl TNARIZT7AIVEIE—FT D EHT
LMEEBIURMDIL Y ETTNAADAVIERERT HESIERTHIEEH
#HLET,

The following configurations are available:

o EELAHRBEAMICTS
o Select this checkbox to enforce write protection on all devices. This
will allow users to read data on registered devices but will not allow
them to update or delete data.

CDFVIRVIRERIRYT HE TRTDTNARIZESAHRE
ABEAENET, kY, A —F—RBFEJREHDTNARATT—
REFHAMBIENTEFTI A, T EDEHVCHIRIETEEE A,

o Write Protection Mode selector. The modes that are available are
either User Configurable (allows the end user to select to unlock the
device as read-only) or Activated when outside your Trusted Zone.

EETAARET—FER, FIRATRGE—FE, ToFI—FHTN
ARZEHRABYERELTOVIRBRIRT D EEBINTEDEIITT D
A —HEREAREL, FEMEBRY —V I8 TEMIZTHE—FTT,

o Trusted Zone — section header
=  Configured through Trusted Network policy

=  Configured through Trusted Certificates policy

This policy can, for example, be useful for a group of users who you want to allow to
do presentations outside of the network but not enable them to bring files back to
the network on their devices.

&2 1E. ZOR)O—IE, RYRT—O0TOTLEUT—2aVEHF LIV, T
NAREDRYNT—DIZT7AIINERT CEEZHFALGENA—F—DT IL—T (2%
IbET,

RYO—TFTINLADL—F—AL235H3Y

The users are not alerted that the policy is activated.
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A—H—Z@FRY—DERESNEFBRMESNEE A,

If the policy is set to be User Configurable a checkbox will become visible under the
Enter password input in the main screen with the text Unlock in read—-only mode. If

checked the device will unlock as write protected in read—only mode, a balloon time
will notify the user that the /device brand] has been unlocked in read—only mode.

R)O—NA—HFREAREICHEESNTODIEE  FIVIRVIRIE A VEED
[RRT—FZAALTLEEV]D FIZRREN, [RABRYERE—FTAVIHERIE
WS THRRMARTENES . AT HE TS REFEABMYERE—FTEEA
ARESNRETAVIBIREINFT T . REH LI [device brand] HVEEAH R Y E A
E—RTOvIBBREINI-CLEI—F—TEMLETS,

If the Activated when outside your Trusted Network is configured the device will be
forced into the mode, a balloon time will notify the user that the /device brand] has
been unlocked in read—only mode since you are outside the trusted network.

BHESN AR T — O DINZBHEEITERITT HE. T3 RITH I RETE
—RIZAYET . HEIAEETEBRINT—IDMN B0, [FAARTF
RIASSEAH Y ERE—RTAv SN T AT LEREHL CRALET.

RS — TP ILEHIR

Available in the Policy Editor popup

You can either create a whitelist or a blacklist storage of files with different file
extensions that apply to the secure storage partition of the devices. This option can
be used to enable a malware protection as many organizations do not allow
executable file formats on removable media. The feature only filters on the file
extension, but this means that the files won’ t be able to run on the host machine -
thus there is no need to analyze the file header.

TINARDEFATHBAN =N —FT AL aVIBRASNERGED D74 IIVILRFEH
BO7714ILDHRITAN)ARERIETSVIVRMRAMN —DFER T HIENTEE
T, COATavid, ZLOEEDY) L—NTILAT A7 L TETARED 7ML
FHAILGW . BIUTILDIT7HERD=OIZFERTEES, COBEEIXT7A
IWHESRFDHETAILR) T LET M, CHIET7AILNRARY Y E TRITTE
BWIEFEKRL, I77MIIUAVEERHTIRLEEIHYEE A,

The following configurations are available:

o F7AILHIBZEEZNZT S - checkbox


https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy-editor

o Select this checkbox to limit the types of files users may save to their
device. You can also define file extensions to restrict or allow(for
example .exe,.dll,etc) and the restriction mode, which allows you to
Restrict(blacklist) or Allow(whitelist). If you select “Restrict”, users
will not be able to save the file types you specified to their device. If
you select “Allow”, users will be able to save only the file types you
specified to their device.

A—H—NTFNARIZREFETEDI7MIILDIEFEEHIRT BIZIE.
DFTVIRVIREFBRLET . (fl: .exe. dil 7EE) £, HIEBE—F
(HIBR (TSP AR) EIEHFR (ROARJRAR))EEET HEDLT
EF9, THIRTZIZ8IRTHE A—F—IFI_ELI=T7AMILEAT
ETNARIZRBETELGRBYET, THFRIT515:ERTHEHBEL
274N EBATDHETINARIZRETHENTEET,

o DPAINBATDYEIR - text input. Enter the filetypes that you would
like to change permissions for here with file extensions comma
separated as: exe,dll, com---

THFRAMAA, CSTIEIFAIINRRFEHUITRYST, 7O ERIE
FEBELEWI7AILEATEADLTLIES L  lexe, dll, com ...

o HIERE—F
» BRLEIT7ZAMILZEFHIE (Blacklist) — the device software will
immediately delete any files that DO MATCH the file extension
listed in the File Type Extensions.

TFTINARY IR TIE. T7AIVBATHERFITYARENTLY
BI7AINALERFE—BTHI7MILEELIZHIBRLET .

» BRULIE=IT7ZAILDOHEFR (Whitelist) the device software will
immediately delete any files that DO NOT MATCH the file
extension listed in the File Type Extensions.

TINARY I TIE. T7AIVEBATHERFICU A RSNT=T
FAIREFE—BLEWIF7AILEELIZHIBRLET,

T7AINEATHRERBERED A HH

It is popular to Restrict These Files (Blacklist) executable file formats

NBDT7AIL (Blacklist) DERITAIBET 7 A LR ZFHIE T 2D N — B TT



exe, dll, com, bat, js, jse, msi, msp, ocx, reg, sct, scr, sys, vb,
vbe, vbs, wsc, wsf

RYO—FINALADL—F—LB35H 3y

The users are not alerted that the policy is activated. If a file is blocked from being
stored on the secure storage partition the user will be notified in a custom balloon
tip that Some files have been blocked to protect you computer: [filepaths—listed]
The file is deleted from the device secure storage. Note that you may have to
update the file explorer to confirm that the deletion has taken place.

RIS —DTIT4TN o=l e A—F—IZBELEB A, I7MILDRESIT-
ARL—U IR —T 423U TSN N ESIZT AV ISR TWNSIG S hARL/NL
— VBN CEBIHEINE T, AVE1—FERETHHICNOIDT7AILATOY
HENTULVET :[filepaths—listed], Z7AILIE. TNNAADEFXF 2T AN —IU B HE
BRENFET, HIBRDITHONI-CLERRT HICIE. T7AMILIHIRTO—S%FHT
BZHELHYET,

Ry — FINMREE
Available in the Policy Editor popup

You can enable auditing on all device actions such as unlocks and also enable file
auditing, which tracks file creations and deletions. It is also possible to limit your file
audit to a set number of file extensions.

ARG EDIT RTODTINART I IV TEBEEZEEMNCTEIENTE, I74
ILDVERREHIBRZE BN S 5 77MIIVEELEINIZTHENTEET, £, 771l
EBEZRENHDI7AIIILERFICHER T S5IEHTEET,

A clear audit trail is often a requirement to achieve compliance with regulations and
it is therefore recommended to enable these policies.

RENDBFEERT D=OICIE, EEEHEAEICT IDEAHDHEN S
O INbDRI—EFMTHEETHELETS,

The logs are synchronized for a device session on the following device unlock (with
a SafeConsole connection). Logs are uploaded encrypted from encrypted local buffer
that resides in a hidden storage area partition of the device.
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A& ROT /N RAD O YR (SafeConsole EFHENDIZBE) DT /INA Aty ay
[ZxLTCRIBISNET, AT 1E. TNNARADBELAN —D B/ NN\—T 1 avVIZHER
FARAEEEEIh-0—AIL/\YyI7hLEESEESNT7ZyIO—RFEShET,

Logs can be searched under the main menu option Audit Logs > Device Audit Logs.

AT & A AZa—FTaV[EERTD [THAAREBEOJITRETEET,
The following configurations are available:

o TRTDTINMADEEZH®NZF S - checkbox
o Select this checkbox to capture an audit log of all device
activity(connections, failed log in attempts, password resets,etc.).

FTRTCDTNNARTITAET« &R, KBL-0T 1 81T, /8RD
—KR)teyb G E)DEEOTH#X YT F¥ I BIZIF. COFvoRyy
AEERLET,

e HMLIFPAILDEEEZERIZTS. - checkbox

o Select this checkbox to capture an audit log of all files saved to or
removed from devices. All file types are logged.

TFTNARIZREFTETNAZADSEIBREN - RTOI7AILDE
BEOJ#XNvTFNIBI21E. COFvIRyIRERRLET, I
THDI7AINEA4THOY Iz EINnET,

s DPAILAALTHEIE — text input. Input what filetypes you would

like to audit as extensions, comma separated, for example: pdf,
docx, ppt

TFIIAS, ik FELTERTBIFAINELTES VX
IY TABHLFT (B pdf, docx, ppt),

RYS—F A RADL—F—(2B5H 3>
The users are not alerted that the policy is activated and cannot affect the policy.

A~ RS~ DT HT AT [TV EEBASNT KL —IZ B
BZ3ZELTEER A

RS — DRBLAE DT 13 R1EHR

Available in the Policy Editor popup
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This policy allows you to collect up to three text strings (tokens) of information from

the device user during registration.

ORIV —ZFATHE BREICTNARALI—F—HORK 3 DOTHFAMNF
(=D EWNETEFEY

Each token has:

A Token Name (the object name that can be used for scripting, ex:
roomnumber) which is the identifier when being used in other policies, keep
this small caps without special characters, examples:

roomnumber, fullname

DA o —TRFEN TNVBEEDHFF THEF—T 5 (ROUTZ(E
HTEZL T OrE, Bl :roomnumber) , X FHLDINX FDEFEIZL
E5, #l:roomnumber, fullname

And a Token Description (the friendly display name, ex: Room Number) which
is what will be displayed in the device software to allow the device user to
understand what to enter into the field. Example: Office Room Number, Full
Name

Ere. TINARDA—HF—0Ts—JLFICABEDEEIETEBLIIZT B/
DIZ, TINARV I, OLFIZEHFRINBIF—> D (BEE LT TS, #l:
Room Number), #|: 774 XIN—LES, £E

The following configurations are available:

FTRTODTNAADI—HF—1KEEBRNIT S - checkbox
o The collected data will be displayed in the Devices section in
SafeConsole and can be used for scripting in the Authorized Autorun

policy.

INE SN =T —4(% SafeConsole M Devices O aVIZRRESN.,
Authorized Autorun RS —D R TMERIZ{ERTEEY,

o Each Token Name should be provided with a Token Description.
Bh—=02 A& b= URBELLITREBINFET,

o Token 1: label, the first item of information to be collected, provided in
two text input boxes.



F—=02 1:SRNLE PRESNLHERORIDEB L 2 DOTFRE
ANRYIRIZRRENFT,

«  Token Name, text input b—2>2 & : TFXACA SN
= Token Description, text input b—2 > i8uh : TX XA S
o Token 2: label, the second item of information to be collected,
provided in two text input boxes.

f—5> 2:SRILIE. INESND 2 DDEHIZ 2 DOTFHFARA AR
YHORIZRRSNET,

= Token Name, text input b—922 % : TXAFA S
= Token Description, text input b—2 2k : TXAMA S
o Token 3: label, the third item of information to be collected, provided
in two text input boxes.

=22 3:SRILIE IESNS 3 DDIERHIE 2 DDTFANA AR
YO R(ZRRSNFET,

= Token Name, text input b—922 % : TXACA S
= Token Description, text input b—2 > 58k : XXM A S

The custom information collected metadata is displayed as separate columns in the
Devices section table located under Manage in the main menu. Make sure to enable
the display of the columns in the top right option menu. Click away from the
dropdown menu to close it. The data will be updated according to your selections.

IRESNTFZARALBRIE. A A2 —DIERBIIH [T N1 RV 3Dk
[CRIDFNELTERERENET . HLEDAT avAZa—DIORTEFMILTK
&V, FAYTE O AZa—mo)yILTHALEY ., BIRLE-ABRICHSTT—
AREHFINET,

Once the data has been collected it can be updated on the server by a staff
member by using the Edit Custom Data option.

T—ANYREINT-5. Edit Data ZEAL T, A2y INY—/I\—LETEHFITHE
MTEFET,

RI—FNARADA—F—(2359) a3y

The users will be prompted to enter the asked for information when the policy is
activated. This will occur on their next unlock with a SafeConsole connection. A
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separate screen with Message to display as the header and the configured text
input boxes displayed and a next button to complete the collection.

RI—DTOTATITH21=EE I BBRDANERDEZAVE—UNRREINFE
9, —tlL. SafeConsole #EfZFERALI-REIOOVIBREFIZRELET ., AVS
—¢LTRTT DAV E—DEREIN-TFRANA ARV AR RSN RO EE
L. RDARA ALY AVERTLET,

781)S,— ZoneBuilder

Available in the Policy editor popup

ZoneBuilder installs a local certificate, when enabled and invoked by policy (enforced
or user configurable) and unlocked on a computer. The computer can be defined in
the Trusted Network policy. The certificate is installed in the MY STORE certificate
store of the user account that no one can export. The presence of this certificate

will treat the device as being in the Trusted Zone. Between this certificate and the
Trusted Network policy you can configure your Trusted Zone. ZoneBuilder utilizes
this certificate to enable password features that either make the security of the
solution more stringent or more convenient. Note that increased user convenience
also may mean a better security posture as adoption rates and compliance to
policies increase.

ZoneBuilder (7R — GEKIE =LA —T R EREE) TAXNIZTHE. aVE1—4
ooy ofgREnf-LEIC0—AILEERAEZ AV AM—ILLET, aVEa1—2IE
SATYRRYRT—OR)O—TEETEZEYT, SEAEIL., HEHLITHIRKR—FTEGEW
A—H—TFHDULD MY STORE FEBAEICAVRb—)LENFET, COIIAENE
ETHETNARIIEBEY—RNIZHHAEDELTHRONFET, COFEBHELISX
TYRRYRT =R —DEI T, FSRATYRY =2 %R ETEET . ZoneBuilder
[EICDFAELXFERALT,. Y)a2—2avDtxa) T4 LYEREIZ, £ EXKYEF
29BN\ RT—FHEZEADICLET, 12— —DFEELAR LT HE, FAES
R —~DEHNR LT B0, X1 T DHLELEAFTEET,

Once turned on the feature cannot be fully deactivated as that would require a
device reset to regenerate certificates.

—EAUICTHE EEAEEBART A-OICT NI RE) VT 2R ENH DT
. COHEEETTEEICENICTHLETEEFE A

ZoneBuilder can enforce higher security with Restricted Device Access:
ZoneBuilder |&. #IR{TET/NA ATV LREZFERALTLYEELEX 1) TsZ2&1{E
TEFY,
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1.

Only allow automatic unlock when within the configured Trusted Zone as
define by the installed Trusted Certificate or Trusted Network.

AV Ab—=ILEn =z BESNIEEAE T XERSh =Ry b T —JI2 ko
TERSNALIIZ BHSN-EBY —VATOH BBV IERZEFFAIL
E

Only allow devices to unlock that are currently inside the Trusted Network.
This option means that the device cannot unlock at all outside the network
and is a powerful way to allow data transport on or in between secured
networks. This way the courier does not have to be trusted and cannot be
forced to expose the stored data.

FSRTYRRYRNT—IRIZHDT INA RADHEOYIEBRTEDKSIZLE
To COXATaviE. TNARDRYET—INTTINAAD AV EERMNT
FHEWIEEEKRL, EX )T TRESNRVNI)—IRBTT —2EnE %
IBAGAHETT . SOFETIE. THAARILEESN DD E (T N
SN=T—IDNBFICARAINSIZEEHYFEEA,

ZoneBuilder can as a convenience enable Automatic Device Unlock:

ZoneBuilder Z{f A9 5&. BEIT/\M RAVIEEMNZTHENTEET,

1.

Allow automatic unlock of the devices on trusted machines. This setup
makes the workday much more convenient for the end user and increases
the adoption rate of the devices. As the users must authenticate towards
their user account, the security remains high. The user uses their selected
device password when unlocking on other machines.

EETEEIL UV EDTNNA RO BHOVIREBREHRILES, CORFEICEK
YU, TURA—H(ZEoTHEEMNZDMIZERIZEY , TNARADIFREAERLF
FLET, A—F—DBERPDA—F—THIOUMIHLTCERIETILELND
5. X1 T4EEVEETT, 1 —V—lF D<o TOVvIEMRER
FTHEEIC, BIRLE-TNARNRDT—F#FRLET,

Be employed as self—-service password reset. If a user forgets their password
they can bring back their device to their trusted user account and they will
be prompted to reset their password. No data is lost.

I TH—ERDNNRAT—K)tyreLTERT S, 2 —F—HN/RT—F
EEh-18E8. A —Y—(XEFETEER1——THIVMNMITNARERTC
EMTE NRRT—FEYEYLTBEIROONFT, T—REEbHnFEE
Ao
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3. Be used to unlock on team members machines without sharing the device
password. By allowing the user to trust their team members user accounts,
the user only has to enter the device password once to enable the trust.
They can do this themselves and do not need to expose their password. The
trust can later be revoked from the device software Main Menu. This
increases productivity and is ideal to share data quickly when WiFi is scarce,
or the network is tightly locked down.

FINARNAT—REREESTIZF—LAN—DII OOV IE#EERT S
F=OIZEREINET, T/NAR/ISRT—K%E 1 BANTBEFT, 2—5—
MF—LAVN—DA—F =TI NEERETEDRLIITRHIENTEE
T, WX NEE R TITOIENTE, NRAT—FELHTIVEIELHYE
Bho EHEIZ. BTTNARAY IR YT T DA A= a—H LR ETEM
TEET, NICKYEEELARLL, WIFi BRRBLTWSIGEE PRI —
IMBFIZOVISNTWBIGERIZT 2 EICEETHDICELTLVE
ER

The following configurations are available:

e Enable ZoneBuilder — checkbox
ZoneBuilder ZE %129 5 : FoyohRvIR

e ZoneBuilder can either be used to automatically unlock devices (mainly for
ease of use) and/or to restrict which computer user accounts the device can
be unlocked on (to limit usage of the device), based on client certificates. All
allowed trusted computer users will become part of the Trusted Certificates.

ZoneBuilder ZEAY H&. TNAADBHAVIRER (EITHENOTE) . F
FIEOSA7 U MERAZICE DV TT NARADAYIEFERTESIVEL—S
DA—HF—FHIOUEHIRT HENTEET, (T/ANARDFEHAEHIRT
%) FASNI=TRTOISRTYRIAVE2—21—H —(L (EETEHIH
ED—EITHYET,

e Restrict trusted computers to CA signed client certificates — selector
EHEEFAIAVEL—3% CAEBRANEZTISATUMIRAEIZHIEY 5 Z R

o No - Allow device software to generate certificates. Leave as ‘No’ to
allow users to easily link a device with computers of their choice.



TINARY I DT HNEBAEZEEZERTESELSIZT D, [LWWZIDF
FIZLTHLE, A—F—HBIRLF-aVE1— 2 EBEIZT /IN( R%EY)
UOTEFEY,

o [A selected CA cert] this will require that a client certificate of the
configured CA is available on the host computer to use ZoneBuilder.

LEIRESNT- CASIRREIZER T HIZIE. ZRELI-CADISA4T Uk
SIBAE % ZoneBuilder Z#F AT 51=OI KAV E2—2TERTE
BIIINZTEIBHENHYET,

o Certificates, wrench—menu, when click it displays currently available
certificates (which can be deleted by clicking the trash can icon next
to the name), there is also a Add New button available. The button will
bring up an Add New Certificate popup where you can Select a
certificate in a file browser and Enter password (only required for
PKCS12 files): in text input box. The certificate must be either a
PKCS12 file or an X509 certificate. An X509 certificate must be either
DER or Base64 encoded.

SIBAE. LoFAZa— D)y HEREFAREELGIBENKT
SNFET (RRIDHEIZHATIBTAAVEIIVITHEHIBRTEE
). Ff=. [FFREMIAR2 LB TEE T, RIVEDIVITEHERH
LWI7AILDEMRYT7YTRRREN, T7(ILT DY TILH
EXERL, NRAD—FEANTEET (PKCS12 77/ ILDHILE) :
TXRARAARYIRIZANLET, SEBAEIL. PKCS12 771 )L FET
(& X509 SERAZE O WLVT A TEITNITEYEH A, X509 SEEAEIL.
DER F7z[& Base64 TI>OA—REIN=3DTHEITNITHEYEE A,

o There is also a link available in the interface on How to generate
certificates with OpenSSL.

OpenSSL CEERAEZA KT 2 AEDAUAT7—XRIZIX,. UV I8HBY
i-a_o

o Restricted Device Access — section header T/N\A A7 I ADHIE: o
IUAYHE —
o Only allow device usage on computers linked within your Trusted
Network — checkbox.

EEESN=RYbT—T] - FzvIRYIRIZYoENTWNSaVEL
—RATDH . TINAADFERFHFRILET , : F IR vI R
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The device will be linked to user’ s computers after the first
successful unlock. The device may then be used outside the Trusted
Network or while offline, but only on linked computers.

TNARE, JRIDOVIREBRO RN EICA—F —DaVE1—42(21)
hOEINFET, TNNARIE )N Ea—3TOHEESINT-
2YRT—=DN ., F-EATFAVTHERATEET,

= Require trusted computer users to have a connection to
SafeConsole. — checkbox. Device access will be denied while
offline and when outside the Trusted Network.

{EEETEAHOE 1 —4 21— —|Z SafeConsole ~DiEfEE
KT B. - FIVIRVIR, TNARANDT IR T34
UBEUVNSRATYRRIRT =IO DNETIHERENE T,

o Automatic Device Unlock — section header T/\A XD B &0y #E&
o Automatically unlock devices on trusted computer users — checkbox.
Allow automatic device unlock (no password required) on the user’ s
computer after it has been linked and trusted.

EETESAVEL— 21— —DTN\ARZBBNICOVIERT S
- FvIRYIR, A—HF—DaAE1—EN) U, FEINT
®. BEBICT NARDAVIERRT S5 (NRAD—FTRE)ZFFAILE
ERS

= Require trusted computer users to have a connection to
SafeConsole. — checkbox. Devices will not automatic unlock
while offline and when outside the Trusted Network.

{Ef8TEHaE 1—42 11— —[Z SafeConsole ~NDEMHEE
KT B, - FIvIRVIR, AITSAVHFRRSATYRRYED
— I8 TIE, TNARIZEBNICOVIRERSNEE A,

o Trusted Network — section header {EfESN =R YrT—2: O3 AYE

o Configured through Trusted Network policy Trusted Network 7)</
— TEXTE A] HE

RY—TNARADA—F—A3592ay

Depending on setup different interactions will and can take place. Y7y IZIEL
T, IEITFLEPYEYNITHONFET,
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Restrict trusted computers to CA signed client certificates set to No and
Automatically unlock devices on trusted computer users activated.

ERESN-aVE1—5% CAZERMNEVFATUMEAZCRELT, [LIW
ZIEREL EHETESDIVEA— 21— —DT/NARZHBMICAOV I
BRLZEY S

o The user will not be alerted that the policy is activated, but the
ZoneBuilder section is displayed when the Settings button under the
Main Menu window is clicked. The ZoneBuilder settings header is
followed by a a Trust this account checkbox. The user is informed
with a text that: When you use/device—name] on trusted accounts,
you will not have to enter your password to unlock. It is also possible
to click a Show trusted accounts button that will bring up a overview
of Trusted accounts, in this view the user can confirm and revoke
trust by clicking the minus—user—icon on each entry.

RY—NT OT4T o= A ——ZEBETHEIEIHYFE
B A D, Main Menu D4R DD T D Settings IRAVED 0T B,
ZoneBuilder 73y MRFENET, ZoneBuilder DEHEAN VS —
DRIZIE. COTHIVNEETETEFIVIRVIADNRITIEINET,
BHETESTHIUNTITNARBIEFERT S OV IR T 51=
OIZNRIT—FEANTEILEIEHYELT A, EETELTHIVLD
BMEERTIBUEETEETHIUNERTIREIVEIVVITBIE
3y TCEFET, CDEL—THEH. KIVNIDRAFRA—YYF—TF(a %
)L TIEBEFERLBYET CENTEET,

Restrict trusted computers to CA signed client certificates set to [A
selected CA cert] and Automatically unlock devices on trusted computer
users activated.

LEIRESNT- CASIBAE]IZFHRESMNT= CA BATEISATUMIBAZIZE
HETEHOAVE1—RZ4IEL. EETERIVE1—401—HF—DT/INAR%E
BEMICOVIERRT 5.

o The users will be prompted to 7rust the user account to enable Auto—
unfock upon unlock. Once the trust is established the device will be
unlocked on any machines that have the same certificate installed.
The ZoneBuilder settings are available under Main Menu, settings.

1—Y—Ix, Oy RREICEBOY RN DIz 1—F —
FHOUMEEET BLSITROSNET , EEMRISNEE, AL



SERAZEMNA VR R—ILEN TSI TTNARD Oy RS
F 9, ZoneBuilder R E XA A1 —DNEHRETHATEET,

[o] O g
RYD— 1RT)yr—
Available in the Policy Editor popup

This feature will let administrators deploy/push portable applications and file content
to the secure storage volume of user’ s devices. Content and applications will be
accessible to the end users through shortcuts in the login application interface once
the device is unlocked.

CDHEEIZKY, BEBE(IR—FITINTIVr—2a30 7400 ToVEL—H
—DTNAADRERAN—CRY a—LIZRB/TyaTEET, T/AMAH0
yORRRENDE. O AV T TV r—23 A 37— ADYa—bhybENR LTIV
RA—HDarToYB K0T IVr—avIc 7R TEDKSIZHYFET,

The process of setting up a network share on Windows is available on this Microsoft
resource.

Windows E TAHRYNI—OHEFEHTEITHTOEXIE. 0D Microsoft 1) —RXATHIA
TZEEY,

To share an entire network share use the following form:
FIRT=ORBEREHFT LT ROBAZEALETT
¥¥server—name¥network_share¥

To share a folder in a network share use the following form:
FIORT—ORBADITHIVFEREFTHICE, ROBKXEEALES,
¥¥server—-name¥network_share¥Published Folder

Note the trailing backslash is needed for the network share and not the folder.
INYYRSYYald, THIVEF TRERINT—OHRBITVLETY,

The following configurations are available:

e Enable Publisher — Content Distribution — checkbox Publisher ZE %1129 %
- aAVTUOYDEMIFIVIRIIR
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o Publisher lets you deliver content to devices.
Publisher 2 AY 5L, TNARITAVTUVERETEET,
e UNC path to the Publisher root folder — textbox
Publisher JL—krZAJLE~D UNC /XR - THXRXMRYI R

¢ Require a live connection to SafeConsole or be within the Trusted Device
Network.

SafeConsole ~NDTA TEIEEFNHE LT HH ., £ (XEETESLT/INI1ARY
FO—ORNIZHBZENROONFET,

o Devices will not sync files while offline and when outside the Trusted
Network when enabled.

FIARESREREARINT—IDNERIZHEHEZET /AR
FI7MILZERBILFEE A

R —FNNARADA—F— L3593y

The device software will add one button in the device Ul for each subdirectory of
the published folder, during the initial download there is a progress bar displayed in
the Main Menu:

FINARYIR YT & DRAINE=TAHILETDEFTTFALOR)DTINA A UL 1
DOREAVEEBMLET , RUIDSA 9 O—REIZIE A A= a—(2T7EF L RN
—MRRSNFET,

e If afile called safestick. ini is found it will be used to configure the button.
See below for syntax.

safestick.ini ELVIT7AILBAR DM -1=18 8 I1E. REAV DB EIZERAINE
T, BXITDOWTIXLLTESBL TS,

e If an executable with an embedded description is found, the description will
be used as the button caption and pressing it will launch the application.

SREAMEOIAENT-EITAIRET 7ML R DD S5 E(E. TDEFRBAINRE
DDFYToavELTHEASh, ThEilT 7T r—av 88l ET,
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e If the folder contains only one file, the folder name will be the button caption
and pressing the button will invoke that file with the system default action.

THIVFIZI DDIFAINDHDBEENTNDIGEE . THILFZIERI DX
v TavITBYET  REVERT E VAT LD T IHILNEMETED T 7 A
LR ENE T, This applies only to device software before 4.7. CH1
£ 4.7 LYFIDTINA RS TR DL FIZDHEHINFT S

e Otherwise, the folder name will be the button caption and pressing the button
will open the folder.

FS5THIMEE . THIILFRITRE DX T avIihY REAVERT ET+
IWEDNEEET,

Syntax of safestick. ini

With the ini file, it is possible to specify parameters to the executable to run.

ini Z7AIVEERTHE RITIT7AILDINSGA—FEHELTERITTHIENTEE
ER

The parameters may contain the same tokens as specified in Custom Information, so
you may launch applications or scripts that know from which volume or device they
launched.

INGA—=BIZIF AR B LIEHRTHEESNTOAD LRI NEENTILNSERE
EMRHB=D. BEILI=R) 2a—LFXT NI A hhMh>TWET7T)r— 3>
FERO) T EFiRETEET,

The format of the safestick. ini is as follows:
safestick.ini DR ITXDESYTY,

[starter]

command=<program name>
parameters=<parameters> ; optional
name=<shortcut name>

e program name is the full path to the program to launch.
program name |, &I 5TOT T LADTIL/INATY,

To start a program from the device, enter it in the format
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TNAZRDT AT S LERIRT BIZE, Tr—< Y TAALET
{store-path} ¥Applications¥Program Directory¥Program. exe.
e parameters is any parameters to pass to the program.
parameters (X, TAT S LIZET INSA—E2TT,
This value is optional. CD{EIEA T3> TI,
e shortcut name is the name to display in the device software UL
2A—bIVRBIE TINARY TR 7D UL IZRTY HABITY .

e It is possible to hide the icon from the Main Menu by specifying hidden=yes
on a separate line.

A DITIZ hidden = yes ZIETET D& A A a—MoTF AV EIERRIC
TAREIENTEET,

R)O— ATV R
Available in the Policy Editor popup

Geofence will enforce a deny access state on a device if the device software
attempts to connect from a restricted IP. Once the device connects from a network
that is not restricted it will automatically work again.

TINARY TR THHIRENT- IP Mo DEHERADIEE. DA TV RIET N
AADTIEREEELET ., THNAADFIRESNTUOVENRYNT—O0 DRI
b BHEMIZBUEIMELED,

For GeoFence to work a live connection to the SafeConsole server is required. To
strictly enforce a GeoFence policy it is therefore recommended that devices are
either forced to always require a server connection for device unlock using the
Device State policy or only allow devices to unlock inside the Trusted Network using
ZoneBuilder.

GeoFence ZEIfESH BIZIL. SafeConsole H—/\—~DSATHEHEHABLETT, L
FeMo T, DA TV AR —EBEISEAT BI2IE, TS RKERY L —& A
LTTNAREOVIERT 210D T NA REHEEIZERT 0. T/AIAH
ZoneBuilder ZEAL TIEETEA RV T —IVNTAVIEBBRTESLIICTHIL
AHRINFETS,
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When the GeoFence become enabled it is possible to restrict usage to only named
countries and/or IPs, You can also Allow Only named countries and/or IPs.

GeoFence MAMIZHDE IBESNT=-EWRIP DAIZHIRTEENTEET L IBE
LI=EWRIP DAHHFRITHEHLTEET,

The purpose of the feature is to achieve regulatory compliance where data is not
allowed outside of specified countries or IPs.

COHEDHMIE, EEESNEE® IP DN TT —2DHFRISN TULVEMEE DR
HETFEEMTHETT

The following configurations are available:

o Enable Geofencing on devices T/N\A ADTA IV AEZE =TS
o Prevent device access based on user computer IP Address through
Geofence. Geolocation data such as Country and ISP of the IP
Address can also be used to control device access.

Geofence ZNMLTCaA—H—DaAVE1—FIP PRLRIZEDSWTT N
AARNDTIEREHIET S, IP PRLADEN ISP REDTAOYS
—a T —R%FFRALT. TINAART O RE4|HT B TEFE
e

o Geofence message to user textbox L—H—A~ D Geofence A*yvt—:F%
AbRYIR
o Send a custom message to users when their device has been denied
access through the Geofence policy.

Geofence TR —IZKBTNAADT I AN ERShzEEIZ. A
—H—|[ZHRALAYE—DFEIELET,

o IP addresses textbox IP 7KL ADTX AR YO X - All IP Addresses
Allowed as default

TIHIETIETRTD IP PRLURADNEFRAISNTULET,
o Separate multiple IP Addresses with commas

BHDOIP TELRAZANTBEIEHITRUYET,
(198.51.100.1,198.51.100.2). Wildcard and CIRD addresses are
supported :



Wildcard & CIRD 7RL AW HR—bEN TLVET(198.51.100.% or
198.51.100.0/24)

o Restriction Mode — radio button
HIRE—F: VAR

» Allow Only These IPs (Whitelist), for a secure geofence, we
recommend whitelisting approved IP Addresses.

NLDIP DHEHRTHFRTARN) RN BREGOA T
AD=HIZ, RKBENT=IP FRLRAZERTAMN)AMNMZZEERT S
CEEHRLET,

» Restrict These IPs (Blacklist)
5D IPEHIBRTB(TFvI)RE)

Countries textbox E T3 Xk7Rw% X~ No Countries Blocked as default T
TAILATIEEDFIRIEHYFEEA
o Restriction Mode — radio button IR E—F : S A4HRE>
» Allow Only These Countries (Whitelist)

NoDEDHHFRIT S RTAMIAR)
= Restrict These Countries (Blacklist)
NLDEZEFIRT H(TFVIRR)
ISP textboxISP TFXFRYSI R - No ISP Blocked as default
T I4ILETIX ISP OFIRIEHYEL A
o Restriction Mode - radio button
FIRE—F: S04 RE2Y

= Allow Only These ISPs (Whitelist)Z4L 5 ISP &5 a] 3% (7K
TAR)AR)

» Restrict These ISPs (Blacklist) T 5® ISP #HIR T 5 (T 5y
1RR)

= To add ISPs, click Add ISP, enter a known IP associated with
the ISP in the popup and perform the lookup by clicking the



search—symbol button, then click Add in the bottom of the
screen. ISP Z1BMNY B[, [ISP ZEMIES)vIL. Ky TT
YT TISP IZBEEF ITONTEEEAD IP ZA AL, RREER
AwE D)L TRFEEZETL. BEO THICHALEMESY
yILET,

RID—T LR A—F—AL359Say

The device software will display the configured message if the device is blocked and
the device enters denied access mode and cannot be unlocked. Once the device
connects from a allowed location the device can again be unlocked.

TINAZRRTAVIEN, TNNARADEBR T IV ERAE—RIZA>TAVIE R TER
WMBEE. TNARYINIT 7B E SN AvE—CFRTRLET ., T/AMANEETA
SNF-IBFIMLEEINDE. TS RIZBUOVIHERRINET,

R)o— EEINF=-T/INM R =V
Available in the Policy Editor popup

The Trusted Network is created by providing a whitelist of IP addresses, Countries,
or ISPs. Once configured a device will need to be connected to a computer that can
reach the SafeConsole server through an IP address that is whitelisted to be
considered inside the Trusted Network and thus the Trusted Zone. Another way to
be inside the Trusted Zone is with ZoneBuilder Trusted Certificates.

EFETESRYNT—IIL IP PRLR B, £2IX ISP DHRTA M) ANERFET S
LI THERENFET , REMNTTLEL, TS RIE EBETEDRYNT—HD
REEALEENBESITHRTAR AN ZEFEIN TS IP PRLRENLT
SafeConsole H—/\—[ZIEfE TERIVE 11— 2 (CEHEITILENHYET . (558
—VRIZAB BN DA %L, ZoneBuilder E3EFIBAE TY,

¢  When used with the Write—Protection policy, you can ensure that devices
only unlock in read—only mode if connecting from an untrusted network

EERAHRER)D—ZHATHE ABEETEGVRVNT—ID DT S
5a. T N\ARIHEARYERE—FTOAOVIERENET,

e When used with the ZoneBuilder policy, you can block devices from auto—
unlocking or prevent access if the device is connecting from an unknown
network. Note that you may use ZoneBuilder certificates to securely trust
computers that are outside your trusted network. ZoneBuilder 7R1) & —%{#
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HedE. TNAABKRHMD IR YR T—IODBEHLTLDEES. T/NI1AD
BEIAVIfEREZIELIZY . 7OEREZZIELIZYTEHIENTEFET,
ZoneBuilder SIBZ#FAL T, EETESA R YN T—IDNZH D E 21—
AEREITEETESILITEELTESLY,

For Trusted Network to work a live connection to the SafeConsole server is
required. To strictly enforce a trusted network it is therefore recommend that
devices are either forced to always require a server connection for device unlock
using the Device State policy or only allow devices to unlock inside the Trusted
Network using ZoneBuilder.

EEETEDRYNT—OFENESE BIZIZL. SafeConsole H—/\—~DSA TN
WETY, LE=MN> T EETESRYNT—IEFIEIZERT HIZIX, T/AARIK
BRSO —F#FHRALTTN\MREOVIEBIRT 5O DT NI REREEICERT S
M. T/NARD ZoneBuilder Z{FE AL TEETEARYLN I —INTRYIZEEIRTE
BESCTBHIENHRINFET,

The following configurations are available:

e Enable Trusted Network Trusted Network Z&B %195
o Trusted Network is a way for admins to create a Trusted Zone in
which other policies can use to either restrict or provide extra
convenience or features depending if a device is unlocked inside or
outside the Trusted Zone. If the Trusted Network policy is not
configured then all live connections to the SafeConsole Server are
considered to be in the Trusted Network and thus the Trusted Zone.

ERETELIRVND) VL. EBEMEBEY —VZERLT. BBV —
Y ORAIFERIZIMUTT A ROV IEREIN TSN ESHIZIE
CT DRI —THEATES. SoEAHFEMEOHEEZFIFRE T
RETEET, FSRTYRRYNT—IR) D —MNEREINTLVELS
A& . SafeConsole —/\—~ADFTRTDFTATHE I, SR TYRRY
b= DFEYSSRAN —UIZHBHEHEENFT , To register a
device, the user will need to make a connection to SafeConsole from
inside the Trusted Network

TINAREEFTHIZIE, 22— —I(. Trusted Network IH 5
SafeConsole [T AIMVENHYET

o IP addresses textbox IP 7KL ADTF ARSI X - All IP Addresses
Allowed as default T4 JLETIETARTD IP PRLADEFRISNTULVET,
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o Separate multiple IP Addresses with commas #83(®D IP 7RL XZ A
HTBEIEH T TREYYET, (198.51.100.1,198.51.100.2). Wildcard
and CIRD addresses are supported :Wildcard & CIRD 7KL AM YR
—h &N TLVET(198.51.100.% or 198.51.100.0/24)

o Restriction Mode - radio button HIfRE—K : S AHR2

» Allow Only These IPs (Whitelist), for a secure geofence, we
recommend whitelisting approved IP Addresses.

NEDIP DHEHATBHFRTANAR)  BRERDA T
ADT=HIZ, REBESNI=IP FRLRERTAR) ANZEERT S
CEEHERLET,

» Restrict These IPs (Blacklist) CH5® IP ZHIR TS (T 5V
JRR)
o Countries textbox E TF ARy X~ No Countries Blocked as default T
TAILATIEEDFIRIEHYFEEA
o Restriction Mode - radio button HIRE—F:STARE
= Allow Only These Countries (Whitelist) CHHSDEDHEFAI S
B (RIAM)RN)
= Restrict These Countries (Blacklist) TN oD EZEHIET S (T
Zv1) AR)
o ISP textboxISP TF ALY X - No ISP Blocked as default

TIHILETIX ISP OFIRIEHYEE A

o Restriction Mode — radio button IR E—F : S A4 HRE

»  Allow Only These ISPs (Whitelist)Zh. 50 ISP 2RI 95 (7K
TAR)XE)

» Restrict These ISPs (Blacklist) 215D ISP ZHIfR 35 (T 5y
91)X)

* To add ISPs, click Add ISP, enter a known IP associated with
the ISP in the popup and perform the lookup by clicking the
search—symbol button, then click Add in the bottom of the
screen.

ISP #3BMN3 BIZIZL., [ISP #EMIZY)vIL. RyT7vITT

ISP IZEEEfHTONT-BEEID IPFAAL. BRERIEERILEY
JyHO L THREZETL.BEIEO TEIZHAHLEMIZI)VILE
ERR

RUS—T AR A—F—(2359 3>



The user is alerted when trying to register a device when outside the Trusted
Network. Other policies can also change how they interact with the user based on if
the user is inside the Trusted Network. An example would be the Write Protection
policy, which can be configured to disable writing to the device when outside the
Trusted Zone. In this case the user will be notified they the drive is write protected
when unlocked outside the Trusted Zone.

A—H—([X EETEDIRINT—IDNHBEZITTNAREZFRLESET BE

ZBEINFET, thOR)—F, A—F—IEBTEEHRYET—IDAERIZLNDH
ESMZEDNT, A—HF—LDOYLEYEEFTEHEELTEET, LR IX EE

SNV =2 D HBEEICTINARAANDEZ AAFE N T HEIIRETES
Write Protection 7R!) > —MHYET, CDIHFE. FSIRTYRY =N TOVIREKRS
NIzEZEICRSATHEZAHARESINTWVAIENI—H(ITEIMSINET,

H—/N\—RE - T/I\M1REHEA DY
—a iRE

The Server Settings are located in the main menu and handle server behavior. There
are More info icons that will explain each setting when expanded.

Y—N—BEFA A 2—(HY . F—N—DEEZNELFET . REFFICEER
EI[COWTERBAYT DIEHRT AV HYFET .

These are the options that are available under Server Settings.

o, [—N—EFEICHERATESA T3V TY,

— N [—)

TINARBRRTE

BERPOTUFMAEREREEMNICTS

By default asks the device user during device registration to the server to verify
their identity by authenticating to their computer user account, which is either local
or a domain account. The purpose of the authentication is to ensure which user has

which device. The authentication relies on NT User Authentication, and if this is not
available, the feature can be disabled (requires device client version 4.8.19+).
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BETIX,. A=A A—HY—=TFhHIUNERIER AT A rOWT DIV E
A—BA—HF—TFHIUMIBIET BRI EIZELT H—NN—ADT/INA R BRI
TINARA—H—IZID #HERTHEIICERLET, RIEDOBEMIE. ED1L—Y—
MEDTNAREMABLTNSIERERT HIETY . FREEIENT 1 —H—FR5EIC
KELTEY. A FIRATELEWNGES . HEEZENITIIENTEET (T/AMR
DSAT7RDIN—230 4819 LLEABETT),

FTRTDTNAREBFIZ—EDL—I>

For all device registrations, the user will be required to enter a unique registration
token that the server sends through email. (Requires device client version 4.8.25+)
This unique token is sent along with the connection token and the quick connect
guide when using the deployment wizard. Optionally the unique token can be shown
by an admin by clicking the wrench next to the User’ s name. When devices are
activated with the unique token the user’ s policy will be used for device registration
instead of the default policy. The user’ s policy will need GeoFence and Trusted
Network configured to allow access. If the user is outside the GeoFence or Trusted
Network registration will be blocked.

FTRTDTNAREBEZTIE, Y—N\—DNEFA—ITEETH—EDEEHIN I
F1—HY—BPANTIBENBYET, (TNARISAT2b/N—232 4825 LA
ERREBE)YZO—EDL—IUIE, TTAA AV F—RERRFICERN—IVH
KUV - ARG FARELBITEEINET, T30 T 2—HF—LDHEIC
HELUTFEII)VITEHIET, EBEN—EBEDM IV ERTTEHIENTEET,
TINNAADN—BD—=ITT7IT147IbENDE. TIAILDR) O —TIFEL T
NAZRDFEFIZA—HF—DR)—DFERASNFET, 2 —HF—DRI—TIX. 7V
T REEHA T HELDIT GeoFence EEETEDRYNT—IDERINTLLHEN
HYET, 21— — GeoFence F1=Id Trusted Network DN EBIZLNBIBE . Bk
X7avosnEd,

EBENDEFER

To avoid the risk of non—organization devices to register towards your SafeConsole
server you can require the SafeConsole administrator’ s manual approval before a
full device registration completes. The administrator can approve devices under
Users or Devices in the Actions menu of the device. When enabled the option allows
input of a message towards the end user that will display during the registration
process. And example of a message is:

HHEE SN TUOVEWLT /3 XA SafeConsole H—/NZ& RSN BRI BT 5T
D TINAADTEEZEFINT T I BRI SafeConsole EIEEDFHRITELER
FTEHIENTEEY, BEEIL. TNARDBREIAZ1—D[A—F—]F=X[T/N


https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy---geofence
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy---trusted-network
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy---trusted-network

ARITCTNARERBTEET, COATLavE HHMTHLE ERITOERH(C
RRSNDIVFI—HMEITDOAYE—DDANDNEFAEINET, AvE—20OHI
RDEBYTY , The server requires this device to be approved to complete the
registration. Please contact your SafeConsole Administrator for more info. H—/Vv—
& CDTINARERGZEL TEIRET T I BUELBHYET, FMIZDUTIE,
SafeConsole BEEEZIZH IV EHE</SL),

& O & -~ —
CHAr—a iRk
To allow usage of the maps when local IPs are being used it is now possible to edit

the geolocations that are reported by the devices. This allow administrators to get a
better overview of device usage in their organization.

A—AILIPZFERALTWAEEICIIYTEHERATESELSICT B8, T/NMR[ZkD
THRESN=oAOy—2 a3 EmETELIIITHYZFELEZ, ThizKkY,. BEEIL
BN TOTNA RERIR RO ELERIETHENTEET,

BEENYT - TINNAADEREEEETY
=

Audit Logs are reached through the main menu. A A= 1 —MWLEEBQS(ZT7 1
ALFET,

At the top right under each submenu option, you manage which columns to display
and trigger Export of all registered data to CSV or XML. & H T A=a2—FT 3> D
BLIZRTTDHINEZEEL, FHRINZITRTOT—4% CSV Fz[E XMLIZTIX
Tﬁ—l‘bij_o

TINAAREEAY

SafeConsole stores all device usage actions. To record device audit logs the Device
Audits policy must be active and applied to the device.

SafeConsole [T R THDTNARERIRRERELEFT, T/\ A REEOS%4508%
TBIZIK. TNNAREBR) D —DTITA4T T, TNARITERASNTLWDIRLELH
UxEd,

Devices will buffer log data when they are offline and transmit the data encrypted
once they can connect to the SafeConsole server. They do this on each unlock of
the device.


https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy---device-audits
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy---device-audits

TINARIE, ATSA0DEZIZAYT T—2% /Ny T 7L . SafeConsole H—/\—[Z%
B TEBIINHLBET AL/ BILLTEELEF T, BEOIE. TNAMRDOY YRR
ZEIINFETVET,

~ — o~
DARTLAVE—Y
All SafeConsole staff actions logged under System Messages.

G RTOD SafeConsole RAYITDT I AV, VAT LAYE—UDEEIZEEESN
*£9,

SIEM S XUZF DD/ E O INEE

It is possible to send all log events to an external target as well. This allows
integrating SafeConsole logs with your current solution for log analysis. Please open
a support ticket for a guided setup.

TRTOAT AR ENRI—T IMNIEIETHIELARETT, CNIZKY ., RE
MDJ')a1—av & SafeConsole AT ZHELTAT RHEITOIENTEEFT, HA
RitEy b7y T DY R—bF 4 ybZEBRLNTIESLY,

SafeConsole NDE B XAV ITEXTE

SafeConsole staff are managed under the main menu option Staff Settings. For

SafeConsole On—Prem staff access is managed with AD Security Groups that are
configured during the setup, this is covered in the SafeConsole On—Prem Installation
Guide.

SafeConsole AAY I [E, AU AZ1—D[ ARV IZRTEIA T TEELET,
SafeConsole M5 & On—Prem XAV I 7 IR XI&, Eyh7yTHRIZERESINTI- AD &
X)) T IL—TTEEINET, ZNIZDULVTIL. SafeConsole On—Prem A2 A
—IILAARTEHRBEALTLET,

EHETHICDTOTIFAILEE

You manage your own profile setting in the topright dropdown menu with the small
user icon. These are the options:

HE-lE., NS A —F—TFAAEBE ODEROROY IS O A1 —THBEO IO
T7AIVEREEFERBLET, UTOXTLavhbyzET,



Name: Edit your full name as it should appear on the SafeConsole Admins
Page. SafeConsole D EBR—V[IRREINDTILIR—LERELET,
Email: Update your email address. A—JL7RLRAZEE#HLET,

Login Username: Update your login username. (must be one word)345 />
—H—R—LEFBHLFET, (1 BETRINEESEL)

Mobile Number: Provide your mobile phone number & EiEEZ ST ANILE
ER

Language: Select your language, or leave the system default(English) &%
BIRT O DRTLETIHIMDFEEICLET (K

Theme: Select a color palette to align with your organization’ s brand
standards. SN TSR REICEHLETHT—/\LYREERLET,

Page Template: Select the position of the SafeConsole navigation menu: Side
or Top SafeConsole D FEHS —LatA=a—DHEEZERLET . HAKFET =
by

Idle Timeout: Enter the number of minutes of idle time before you are logged
out of SafeConsole SafeConsole MHAT 7T BETHDT AR ILERZE S
BETANOLFET,

EEEXIVIDTIERALAIL

Three levels of access rights are available SafeConsole admin staff: SafeConsole 0D

EERAYTE 3 DDLAILDT I RENFIARIAETT

Administrator Can Purchase Licenses, add administrators, configure devices,

monitor audit logs and perform device actions BEFEE X, F1 X DEAX.

EBEEZDEMN, T/INATXDRE, BEBEOTDEN, LU T/INAIIFTI 3>

DETHAEETT

Manager Can configure devices, monitor audit logs and perform device

actions VA—4—IET/INARDERE, BEEOTDER, T/NARTF O3>

DEFTH AT EE

Support Team Can perform a limited number of device actions, such as

password resets. Cannot change device configurations HiN—,F—LA £/ VX
—ﬁ YorGE REA=HDTINAR T O3 FFETTEELES, T/V1

DRTEFEZEETEEEA

HLWVEBEXIYIDETE

To set up an admin in SafeConsole, follow these steps:

SafeConsole TEBEZHRTET HICIE. ROFIEZETLET,



e Under Tools, click SafeConsole Admins in the navigation menu. [*Y—JL]D T
DFEH — 3 A= 1—T[SafeConsole Admins]&7')vILET,

e Click Add New: The admin setup window should open. [FiR1EN]Z 1) voL
F9, EEEREVIVRIODREAEET,

e Enter the admin’ s full name and email address. EIEZE D 7L A—LEEF A
—ILT7RFLREAALET,

e Select the appropriate level of access: Administrator, Manager or Support
Team. BLLE TV EALNILEERLES  EBE, Ir—OvF(EYHR—
bF—Ls,

e Click Add: The admin user is created and will receive a welcome email with
instructions for logging in. LEM]ZSIUvHILET, BEHI—H—HI1ERKSh.
AT AV DFIENEBEHIN=DTILALA=ILBNEESNET,

EBERIVIDEE

To remove an admin from the SafeConsole Admins page, click Remove in the Action
column. Then click OK to confirm the admin removal. The admin will no longer be
able to log into SafeConsole.

SafeConsole Admins R—IU NS BB EFHIBRT HIZIX. [Action] 5| D[Removel &4
JwILET, RIZ.[0OKIZZ)VILTEBEDHIBREERLET ., EEEX
SafeConsole [ZAT A TELHLIEYET,

NOTE: If you only have one registered admin, that user cannot be removed.

BHREFADEEEN 1 ALAOWVEWNEE, EDI—F—[FHIRTEEE A,

EHERBORTENRITIXT S

To change the display of admin information, follow these steps:
BEEEFERORTEZEETDIZIE. ROFIEEZETLET,

e Click Columns on the SafeConsole Admins page. SafeConsole Admins RXR—>
DIAZLZEI)VILET .

e In the dropdown menu, select the columns of data you want to display or
remove. KA THA DU A1 —T, RRELIZBIRT 5T —2D 5| ZEIRLE
ER

¢ Click away from the dropdown menu to close it. The data will update
according to your selections. KAY T A A= a1 —hi501)v oL THALE
T, BIRLEARIK > TT—ENEHINET,



EHBERIVIDRBETIAR—IT S

To export admin data out of SafeConsole, follow these steps:
SafeConsole MHLEBEET—AF%ITHIVRR—FT BIZIE. ROFIEFEFTLET,

e Click Export on the SafeConsole Admins page. Select to export the data in
XML or CSV format.

SafeConsole Admins RXR— T Export Z91) v LET, XML £f=I& CSV 2
R TCT—3&ITVARR—,T BB EITERLET,

e Save the export file to your desired location

IHRAR—,IT7MILEBHIDERICRET S
EEERIVID 2 BRIERAIZHRTET S

Two—step authentication adds an extra layer of security for your SafeConsole admin
account. To set up two—step authentication, follow these steps:

2 EXFEERAI Tl SafeConsole BEIEET7 AU UMD X )T @EEINFET, 2 &
FEEREIFERET AICIE. ROFIEEEITLET .

e Click your username in the top—right corner and select Profile Settings in the
dropdown.

BLIIHBZA—TF—2EV)vIL. TLFOoT[TAT—IILDERFE]IZER
LEY,

e Click the Two—Step Authentication tab.
2 BRPEEREE2 T &0 v ILETS,

e Click Next to begin the setup process.
[(RANIED)YILT, BTy T REBERIRLET

e Follow the onscreen prompts with your mobile device to complete the two—
factor authentication setup.

:E/{4)b7\:/<4z-6@ﬁ0)* _T_':'TI-E’D—C 2 g%mun EE%TLij-o



You can use, for example, text messages, the Google Authenticator app or WinAuth
for Windows to generate the Time—based One—time Passwords (TOTP).

1=EZ1E. T RAMAYE— | Google Authenticator 7 7Y E1=(& Windows FB
WinAuth Z{# AL T. Time-based One-Time Passwords (TOTP)Z 43 A EMNT
CEX I

TJ 1\{L A% SafeConsole [Z¥E$E 9 S

Devices become managed by SafeConsole when you register them to the server.

T INAREY—/IN\—2& T HE. T/ N1 R([L SafeConsole ITE>TEEINET,

Users register their devices to SafeConsole either by the device software
recognizing a deployed registry key with the SafeConsole URL — or — by the user
entering a Connection Token in the device software that they can be emailed
through SafeConsole together with a Quick Connect Guide.

d—#H—I[&. SafeConsole URL IZEBASNIZL O RN F—ZERHT 5T /N1 RV Tk
ITFIZE>TT/N\M A% SafeConsole [Z&EEZFLET , Tl=ld. 2 —HF—H T/ /X
VIR TP —0 & AN T 5L, SecureConsole #2H T Quick Connect
Guide EEBIZEFA—ILTEIETEET,

Once registered, the devices have the server information embedded and can be
used on any computer — if allowed to do so.

BREINDE THAARIZEH—N—FBNMEBEOHRAFEN, FASATVSGERIF. &
DAVE1—FTLFERATEFY,

The process for device communication and setup is the same for SafeConsole Cloud
and SafeConsole On—Prem.

TFINARADBEEEYRNT YT DO TOERIE, SafeConsole Cloud & SafeConsole On—
Prem CTRILTY,

SafeConsole Cloud network schematic

TJ/\{ X% SafeConsole [ZEBR<{EH TS


https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
https://winauth.com/

Under Help > Quick Connect Guide you find a step by step instruction on how to
register you SafeConsole Ready device to you server.

INLTD (D4 99185 4 R] T, SafeConsole Ready T /N1 A& H—/\—|Z& %9
S5HEDFIEEHERTEET,

DT /\A1 X% SafeConsole [C& i} T S

Once you have become familiar with SafeConsole, it is time to connect all your
devices to SafeConsole.

SafeConsole [ZI BN =5, T RXTDHT /A A% SafeConsole IZHEHLET,

Go to Tools > Deployment Wizard to enter the email addresses to send the Quick

Connect Guide. Enter several email addresses either comma separated or with new

lines.

V=D [TTAA AV IS —RIDIEIZHER, VA VTGN AR EEET HA—
IWPZRLREANLET, EHDOEFA—ILTRLRZIVIRYPYERLIEIHITTA
ALFET,

Note that there is an option that allows you to deploy the Connection token, used
for the device to find the server, using a registry that can be deployed with an ADM
template in a Group Policy. Documentation for this is available under Help > Quick
Connect Guide in the upper right option Legacy Devices.

TIW—THR)—TADM T TL— &AL TRRATESL D AN EFALT. T
INAZRDY—N—FRDIF51=8IfEFAT % Connection bk—I & REATESA T

AVEBYET .o CHNIZEATERFIAVNEI. BLDA TV THALAY—T
NARDINVTD (D49 EGEHAR]ITHRATEET,

New device registrations will use the GeoFence and Trusted Network configuration
of the Default Policy unless Unique Token is enabled in server settings.

HFHLOWTNAREEZTIX, U—/N\—RETC—ED—IUBNERNZHE->TULVELR
Y. BEE DR —D GeoFence BEWMEFEINF-RYrI—IBBEFERLET,

TN REBEDNS TN a—Ta0T

Ensure that:


https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#quickly-connect-a-device-to-safeconsole
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#quickly-connect-a-device-to-safeconsole
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy---zonebuilder
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy---trusted-network
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#requires-a-unique-token-for-all-device-registrations

The device is an actual SafeConsole Ready, secure USB device. There are
secure USB devices that cannot be managed by SafeConsole, and some
vendors sell both types. The supported hardware for you license is displayed
at Help > License in the Supported Hardware box.

TINA RILFEFRD SafeConsole MENDEE%E USB T/NA X TY,
SafeConsole TEETELL\VEFX 17 USB T/NAANHY ., A DEATEER
TR AR —EHYET, Y R—FESNTWEN—FITT7DSM U RIE,
[HR—FENTNBN—FIITIRYIADINILTD [SAEVR]IIZR RSN
EX I

The license has been installed correctly and that you have a seat available to
allow the device to connect.

FAEVADNELLA VA= ILENTEY ., TS RADEHREHFAITHEEN
HHE,

If you have the Server Setting device registrations approval activated you will

need to approve actively the device under Device or Users once you have
completed the device registration steps.

Y—N—REDTNARABROEBIEMLGOTVSEEE. T/HNARE
BFIEERET 5L TNARFLIFA—F —TT /A RETEBUIZKER
DENBHYFET,

The device is not managed by another server, when re—installing servers this
can happen. Each time the device is factory reset it can connect to a new
server. This option can be removed from the device software under the
policy User Defauls. Just make sure that you factory reset your device from
the server and that action is applied before uninstalling SafeConsole as it will
not be possible to break the connection to the uninstalled server once it has
been deleted.

TINAZRDB DY —NIZEHTEBINTUWEWNMGES, Y—N\EHFSA VA —
IWTBE CDEIBIENREBIVET, THNAIADEREEICUEYENDT-
WIZ.FHLWS—NIZEKETEET ., ZOA T arid, 12— Defauls 7K1
U—DTTTNARY I TOBHIBRT HIENTEET, —/\hoT
NARE TS EFFIZ!) YL, SafeConsole 7 A2 AM—ILY BRIIZE
DT7IAVNBERIN TSI EEHERLTZSW, —EHIRESNDE. TV
AVAR—=ILENTFH—NADEHZEVIIT HLIETEEEAS

The device is reaching the server from inside the GeoFence and Trusted

Network as defined in the default policy.


https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#license-installation
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#server-settings
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#approve
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#general-%3E-user-defaults
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#factory%20reset
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy---zonebuilder
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy---trusted-network
https://media.datalocker.com/manuals/safeconsole/safeconsole-admin-guide-5_2.html#policy---trusted-network

TINARIE, TIAILER) O —TRERINTIVAESIZ, GeoFence BXUFS
ATYRFYET =R —N—([ZEELTLET,

FAERIADA A=)V

Under the page Help > License you can review and install your license. No devices
can register to the SafeConsole without an activated license that has seats/slots
available.

INLTD [SAERIR—D T, G4 REHERLTIV RN IILTEES,
AIRER S — N/ ROV MEUNME ST 7\ (X[ SafeConsole IZ&EZTEEE A,

To install a new license click the green button /nstal/ New, enter your Product Key
and click Activate. You may need to lock the blue Refresh button to ensure that the
new license is active.

HLWSA U REAVAM—=ILT BIZIE, 8B D Install New Z91)vH L., ORIk
F—%AALT Activate 9V ILET, FILWSA VAN TIT4TTHH LS
BRI BICZIE. BVEFRIVEOAVITEHILENHYET,

SafeConsole On—Prem DS54t A

The licensing mechanism relies on calling back DatalLocker’ s central management
server over the Internet to activate, so ensure that this is allowed.

AU AAN=ZX LTI, DataLocker D REBH —/\—F A 3—RyMEHT
FUOHLTTZI9TAFI12T 580, CNDEHFRISN TS X R T INENRHYE
ERS

BR—Fh
Under Help > Support you will find links to:
[NVTD [HR—=HMDIRIZV U9 DT B, TREHERT HEATEET,
e Request customer support — through our online knowledge base.
FoSA0FTLYOR—REBL T BEYR—IEERT D,

e This manual ZRI>T=a7JL
e Release notes for SafeConsole J!)—X./—Fk



e Download the latest device updates.
BRI TNNARTYITT—rEFor0—k

Please visit http://support.datalocker.com/ to find the most up to date resources.
BEH DY —RXIZDUNTIZ. http://support.datalocker.com/ZZ &ELIZ &Y,

TN a—TAT DRANTS9T4R

e Update your device and server (On—Prem only) to the latest version.
TINAREY—/\—(Prem-On D& ) i/ \—avICBHLET,

e Ensure that you can reproduce the error
IS—%HRTEHETHRALES ..

e Collect server logs containing the error (for SafeConsole On—Prem).

IS5—%250HY—/\—aTZNELFE T (SafeConsole On-Prem DIZH) .

o Located at .. /logs/safeconsole—*. log
e Collect a device log when applicable. This can be generated by pressing
ctrl+alt+F6 with the device software running. You can also start the device
software with more detailed logging by running windows key+r with the
parameter —log—level 3, example: g:¥Sentry3. exe —log-level 3

WEIZIECTTNARAATERELEFT, NI, TNAIRYT LD
TT7%FETLTCotrl +alt + F6ZHST L THERTEES, Ff-.

Windows W F—+ r Z/N5 A —4A—log-level 3 ({5l : g : ¥ Sentry3. exe
—log-level 3) TEMTLT. KVYFEMLZOIZFERALTTNARAY T
FOTT7#RETHIEBTEET

¢ Review the logs in a good text editor, these may be hard to digest at first
glance, but sometimes this will tell you what is wrong once you locate the
point of failure. If applicable check the corresponding time in the device or
server log.

BOWTFXRANITAATRTEHERELET, —RLI-ECATHIETHDITEHL
LWhBLNFETEADL. R EEF R DIT-0RINREE->TWVSENEHZ TS
CERHYET, ZETHERIE. TNAARE I —N—DOY TRET
SR EHERELET,


http://support.datalocker.com/

e Search http://support.datalocker.com/ to see if you can find a solution.
http://support.datalocker.com/Z#&RZ&EL ., V) 21— avERDITAHIENTE
SMNEIMEREFELTIIZELY,

e Screenshots or recordings of the error often lead to much quicker resolution

times.

ADN)—0aybPIS—DHEFICEY., BREFFAKEICIEREINDIEN
HYFET,

e If you are to post a support ticket with Datalocker the first contact is with
your valued added reseller as they will probably be able to assist you the
quickest.

DatalLocker THR—FF7IbERTET B E . RYDEREIIRERET
T o cNIEBEABDLT-ZRLDEICIET HENTELHDTY,
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